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WARNING SUMMARY
WARNING

The Situational Awareness (SA) datarepresented on the display is provided for assistance, and may not
beinreal-time, or completely represent all elementsonthefield. Displayed iconsprovideageneral idea
and location of objects (friendly and enemy). Over-dependence on the accuracy of the SA may cause
miscal culationsresulting ininjury. This should be noted when performing missions. Failureto comply
may result ininjury to personnel.
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HOW TO USE THIS MANUAL

ThisDigital Operator’ s Guide has been revised to reflect changesin Force XX| Battle Command Brigade and Below (FBCB?2)
software version 3.5. Thisguideisatool to enhance learning and using FBCB2 capabilities. It isintended to provide users
with techniques and procedures for operating FBCB2. Thisisonly aguide. Mission, Enemy, Troops, Time-Terrain, Civilians
(METT-TC) drivesthe use of FBCB2 on the battlefield. The Digital Operator’s Guide is hot intended to teach soldiers how to
operate FBCB2 but rather how the system, when used correctly, isacommand and control combat multiplier.

DOCUMENT OVERVIEW

The Digital Operator’s Guide is organized into chapters that describe how to utilize FBCB2 capabilities. Digital operations
require standardization. Each chapter provides possible Standard Operating Procedure (SOP) considerationsto achieve com-
monality. Unit requirementswill vary. Users should determine what procedures are effective and integrate them into unit SOPs
and unit training. The Digital Operator’s Guideisorganized asfollows:

Nogak~wdrE

10.
11.

12.
13.
14.
15.

Section 1, The Scope, identifies the purpose and overview of this document.

Section 2, Battlefield Digitization, briefly describesthe Army Battle Command System (ABCS).

Section 3, Lower Tactical Internet, describes FBCB2 communi cations network.

Section 4, FBCB2 Functionality, describesthe SA display area, screen layout, and functions.

Section 5, Messaging, describes Combat M essages, Addressing, and M essage M anagement.

Section 6, Situational Awareness, explains, SA theory, and establishment of ameaningful SA picture of the battlefield.
Section 7, Digital Battle Command, explains Situation Awareness, Command and Control, and techniques for
employment of FBCB2 for varioustasks.

Section 8, Mission Data L oader, describes basic procedures for employing the Mission Data L oader at Brigade,
Battalion, Company, and Platoon levels.

Section 9, System Security, provides an outline of security considerations.

Section 10, Military Operations on Urban Terrain, describes considerations for employing FBCB2 in Urban Terrain.
Section 11, Maintenance and System Support, provides maintenance tips and Troubleshooting Procedures for the
FBCB2 operator.

Appendix A, depicts Message Default Addressees and Access Levels.

Appendix B, depicts Combat Fire Mission threaded messages.

Appendix C FBCB2-CSSCS Message Interface.

Appendix D Acronyms and Abbreviations.
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OPERATOR MAINTENANCE
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GENERAL INFORMATION

SCOPE

ThisDigital Operator’ s Guide has been revised to reflect changesin Force XX| Battle Command Brigade and Below (FBCB?2)
software version 3.5 This guideis atool to enhance learning and using FBCB2 capabilities. It isintended to provide users
with techniques and procedures for operating FBCB2. Thisisonly aguide. Mission, Enemy, Troops, Time-Terrain, Civilians
(METT-TC) drivesthe use of FBCB2 on the battlefield. The Digital Operator’s Guide is hot intended to teach soldiers how to
operate FBCB2 but rather how the system, when used correctly, isacommand and control combat multiplier.

The FBCB2 System does not constitute new tactical doctrine. It enhances the ability of Commandersto apply the Principles
of War. User skillswith FBCB2 must be honed. Every opportunity must be seized to improve and expand the employment of
FBCB2. Exploait the capabilities of the system, be imaginative, experiment. The accuracy and speed of Situational Awareness
and Command and Control presentsthe prospect of atempo of operations an enemy could never overcome.

FBCB2 visualy displays Situation Awareness (SA) information, processes and displays information provided by weapon
systems, sensors, and support platforms. Operators prepare and distribute orders and graphics, and receive, develop, and
distribute information and data based on a common battlefield picture. FBCB2 also provides the Army the architecture for
the Tactical Internet (T1) that isthe communication infrastructure that provides the Command and Control (C2) between the
platforms and provides the medium to exchange digital information.

MAINTENANCE FORMS, RECORDS, AND REPORTS

Department of the Army (DA) forms and procedures used for equipment maintenance will be those prescribed by DA Pam
738-750, as contained in Maintenance M anagement Update.

Fill out and forward SF 364 (Report Of Discrepancy (ROD)) asprescribed in AR 735-11-2/DLAR 4140.55.
Fill out and forward Transportation Discrepancy Report (TDR) (SF 361).

REPORTING EQUIPMENT IMPROVEMENT RECOMMENDATIONS (EIR)

If your equipment needsimprovement, let usknow. Send usan EIR. You,the user, are the only one who can tell uswhat you
don't like about the equipment. Let usknow why you don’t like the design or performance. Put it on a SF 368 (Product Quality
Deficiency Report). Mail to: Commander, US Army Communi cations-Electronics Command, ATTN: AMSEL-LC-LM-
LEO-E-ED-P, Fort Monmouth, NJ07703-5000. We will send you areply.

END OF WORK PACKAGE

0001 00-1/2 blank
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BATTLEFIELD DIGITIZATION DESCRIPTION AND DATA

EQUIPMENT CHARACTERISTICS, CAPABILITIES, AND FEATURES
BATTLEFIELD DIGITIZATION
ARMY BATTLE COMMAND SYSTEM (ABCS)

The ABCS usesinformation technol ogy to provide information system capabilitiesto the war fighter. ABCSisacomposite of
Battlefield Automation Systems (BAS) that provide the commander an integrated and shared common picture of the battlefield.
ABCSintegratesinformation fromthe BAS, aswell as other existing systems, to provide quality information to the commander
and allow connectivity with the sister services, the National Command Authority (NCA), and allied forces.

ABCSisaSystem of Systems(SoS) because of itsreliance on each of its component systemsto providetheir particular contribu-
tionsto the common picture. For examplethefull synergistic power of ABCSisrealized when the knowledge of current weather
effects and compl ete unit | ogistics status are combined with the red force information and blue forceinformation are placed on a
map background to create acommon picture for the commander. The common picture described above isthe product of ABCS
component systems. Without the input of any of its various components, ABCS performsto alesser standard. Data storage,
exchanges and updates occur in real-time throughout the system. ABCS facilitates data sharing across Joint and multi-national
organizational boundaries. Resident and transient users have access to common data.

ABCS Components. The Battlefield Automation Systems (BAS) are the automated C2 processing systems that support
the Battlefield Functional Areas (Air Defense, Combat Service Support, Fire Support, Intelligence and Electronic Warfare, and
Maneuver). Table 1, The ABCS Battlefield Automated Systems, depictsthe BAS and shows their relationship to the BFAs.
ABCS Common Services, afully integrated set of common software applications, are shown as a part of the BAS that have
application acrossthe BFAS.

Table 1. BFA and BAS Relationship

Battlefield Functional Areas (BFAS) Battlefield Automation Systems (BAS)
Air Defense AMDPCS

Combat Service Support CSSCS

Fire Support AFATDS

Intelligence and Electronic Warfare ASAS/IMETS

Maneuver DTSS/IFBCB2/GCCS-AMCSTAIS

ABCSiscompletely reliant on communications systems to transport common picture information across the battlespace. These
systemsand their various sub-systemsare not component systems of the ABCS, but they directly support the ABCSby providing
the meansto transport C2 information from one node to another. ABCS dataistransported on avariety of systems such asthe
AreaCommon User System (ACUS), satellite communi cations systems, combat net radio (CNR) communications systems, and
commercial networks.

ABCS Operational Elements. ABCS' Operational Elements are the Battlefield Functional Areas (BFAS) Each BFA is
supported by one or more BAS. The C2 information devel oped by the BASistransported through communications systemsto
create the common picture.

Air Defense. The Air and Missile Defense Planning and Control System (AMDPCS) isthe BAS supporting AD functions.
AMDPCSintegrates AD fire units, sensors and C2 centersinto acoherent system capable of defeating/denying the aerial threat
(Unmanned Aerial Vehicles (UAV), helicopters, fixed wing, etc.). AMDPCS provides automated, seamless C2, and vertical and
horizontal interoperability with Joint and allied forcesfor U.S. Army Air and Missile Defense (AMD) units. The system provides
common hardware and software modules, at all echelonsof command, which providesfor highly effective employment of Army
AMD weapon systems as part of the Joint and Alliance force. AMDPCS provides the third dimension situational awareness

0002 00-1
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BATTLEFIELD DIGITIZATION—Continued

(SA) component of the common picture. Initially, the Air and Missile Defense Workstation (AMDWS) provides elementsfrom
EAC to battalion, including the capability to track air and missile defense operations and provide early warning.

Combat Service Support. The Combat Service Support Control System (CSSCS) isthe BAS supporting Combat Service
Support. CSSCS provides quality automated CSS information to include all classes of supply, field services, maintenance,
medical, personnel, and movementsto CSS and maneuver and/or Army Service Component Commanders (ASCC) aswell
astheir logistic and specia staffs. Critical resource datais drawn from both non-automated sources and the Standard Army
Management Information Systems (STAMIS) at each echelon. In the future, the STAMIS will evolveto the Global Combat
Service Support — Army (GCSS-A) to provide the unclassified logistics wholesal e/retail business end connectivity. CSSCS
processes, analyzes and integrates resource information to support the evaluation of current and projected force sustainment
capabilities. CSSCS al so supports Unit Ministry, Legal, and Medical activities.

FireSupport.  TheAdvanced Field Artillery Tactical Data System (AFATDS)isthe BAS supporting Fire Support. AFATDS
provides automated decision support to include Joint and Allied fires(i.e., naval gunfire, closeair support). AFATDS provides
afully integrated FS C2 System, giving the FS Coordinator (FSCOORD) automated support for the planning, coordination,
control, and execution of close support, counter-fire, interdiction, and suppression of enemy air defenses (SEAD) fires. AFATDS
performsall of the FS operational functions, to include automated all ocation and distribution of firesbased on target value analy-
sis. AFATDS providesthe FSoverlay information to the ABCS common picture. AFATDSinteroperateswith the USAF Theater
Battle Management Core System (TBMCS) and the USN/USM C Global Command and Control System —Maritime (GCCS-M)
and GCCS. AFATDSal so interoperateswith the FS C2 Systems of certain allied countriesincluding United Kingdom, Germany,
and France.

Intelligenceand ElectronicWarfare.  TheIntelligence and Electronic Warfare (IEW) BFA encompasses the collection and
analysis of information to predict enemy actions, provide data on the weather, perform I ntelligence Preparation of the Battlefield
(IPB) and execute EW. Activitiesin thisfunctional area are a continuous process and are fundamental to effective planning,
security, and military deception. The All Source Analysis System (ASAS) and the Integrated Meteorological System (IMETS)
arethe BASthat support |EW.

ASASisamobile, tactically deployable, computer-assisted |EW processing, analysis, reporting and technical control system.
ASAS receives and rapidly processeslarge volumes of information and sensor reportsfrom all sourcesto provide timely and
accurate targeting information, intelligence products and threat alerts. It consists of evolutionary modulesthat perform system
operations management; system security; collection management; intelligence processing and reporting; high value/high payoff
target processing and nominations, and communications processing and interfacing. The ASAS Remote Workstation (RWS)
provides automated support to the doctrinal functions of Intelligence Staff Officers (G2/S2) from EAC through battalion,
including Special Operations Forces. It aso operates as the technical control portion of the intelligence node of ABCSto
provide current IEW and enemy situation (ENSIT) informationto ABCS users. ASAS producesthe ENSIT portion of the ABCS
common picture. ASASwill befielded from EAC to the firing platoons.

IMETSisdesigned to display and analyze weather products. It provides general weather forecasting, severe weather warnings,
and weather effects analysis for the commander and staff to support mission planning and execution. IMETS will be fielded
from EAC to the brigade-level.

Maneuver. The Maneuver BFA includes C2, Mobility/ Countermobility/ Survivability aswell as Maneuver. C2 hastwo
components - the commander and the C2 system. The system supports the commander’ s ability to makeinformed decisions,
del egate authority, and synchronize actions. Mobility operations preserve the freedom of maneuver of friendly forces. Counter-
mobility denies mobility to enemy forces so Army forces can destroy them with fires and maneuver. Survivability operations
protect friendly forces from the effects of enemy weapon systems and from natural occurrences. Maneuver functionsincludeall
activitiesthat allow forces and systemsto achieve a position of advantage with respect to enemy forcesin order to destroy them.
The Digital Topographic Support System (DTSS), the Force XX | Battle Command - Brigade and Below (FBCB2), the Global
Command and Control System-Army (GCCS-A), the Maneuver Control System (MCS) and the Tactical Airspace Integration
System (TAIS) are the BAS that support Maneuver functions.

DTSSisan automated system that providestactical and operational commanders with geospatial information to support terrain
visualization. DTSSistheterrain analysistool that provides digital terrain data (map background) to ABCS for operations
supporting EAC to Brigade and platform level. DTSS collects source data, manages digital terrain databases and distributes data
toan ABCS BAS map server or repository. The database is accessible through thelocal areanetwork (LAN) or viaaremovable
media. The DTSS Geographic Information System (GIS) and imagery analysis software components allow the analyst to
manipulate, analyze and produce limited low volume hard copy mission specific products for the commander. National and
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BATTLEFIELD DIGITIZATION—Continued

in-theater sources provide new and enriched data to update the geospatial database. DTSSwill be fielded from EAC to the
brigade-level.

FBCB2 isadigital battle command information system that provides integrated, on-the-move, timely, battle command in-
formation to tactical combat, combat support and combat service support leaders and soldiers. FBCB2 completesthe ABCS
information flow process from brigade to platform and across all platformswithin the brigade and task force. FBCB2 supports
situational awareness down to the soldier/ platform level and acrossthe BFAs at Brigade and below. Additionally, FBCB2 en-
ablescommandersto operate remotely and maintain connectivity to ABCS common pictureinformation regardless of command
vehicle/location, and to digitally control and monitor their subordinate units' status and position. FBCB2 provides ABCSwith
automated positional friendly information and current tactical battlefield geometry for friendly and known/suspected enemy
forces. FBCB2 will befielded to mounted and dismounted maneuver forces (legacy, interim and objective) armor/cavalry/re-
connaissance, and armored caval ry, mechanized infantry, infantry and aviation units and their associated CS/CSS units normally
provided from division or corps.

GCCS-A supports C2 at the strategic operational/theater level of command. GCCS-A provides an integrated and automated C2
system for Army strategic and theater commanders; to corps and to divisions when they perform task force or Army Service
Component Commander (A SCC) responsibilitiesin support of Joint operations. GCCS-A supportsthe apportionment, alloca
tion, logistical support, mobilization, deployment and re-deployment of Army forces to the combatant commands. GCCS-A
provides C2 capabilities that support the commander’ s need for afused, real-time true picture of his battlespace. In addition,
GCCS-A enhances the commander’ s ability to command control, and coordinate vertically and horizontally the information
necessary to accomplish his mission.GCCS-A isABCS' link to the GCCS and isthe Army’s extension of the Joint GCCS.
GCCS-A will befielded from EAC to corps.

MCSisthe primary battle command source, providing the common picture, decision aids and overlay capabilitiesto support the
tactical commander and the staff viainterface with theforcelevel information data provided by the other BFAs. MCS provides
the functional applications necessary to access and manipulate ABCS' common data. M CS satisfies information requirements
for a specific operation, tracks resources, displays situational awareness, effectstimely control of current combat operations
(offense, defense, stability and support), and effectively develops and distributes plans, orders and estimates in support of future
operations. It supportsthe military decision making process. MCSisthe primary input source for maneuver unit (armor, aviation
and infantry) data elements aswell as data el ements from the functional areas of signal, engineer, military police and nuclear,
biological and chemical (NBC) operations. MCSwill befielded from corpsto the maneuver battalions.

Tactical Airspace Integration System (TAIS) provides automated Army Airspace Command and Control (A2C2) planning,
and enhanced A2C2 execution, improved theater and intra- and inter-Corps/Division Air Traffic Service (ATS) support in
peace, crisis, or conflict. It iseffectivefor total battlefield synchronization in the third and fourth dimension (atitude and time
respectively) and has an added civil and government inter-agency capability. TAIS providesadirect link to the Theater Air
Ground System (TAGS) through interface with the Joint Forces Air Component Commander’ s (JFA CC) automated airspace
planning and communication systems. TAISwill befielded from EC to division.

FBCB2 SYSTEMS DESCRIPTION

FBCB2 isabattle command information system designed for units performing missions at thetactical level. FBCB2 integrates
with each of the Battlefield Operating Systems (BOS) providing seaml ess battle command capability with increased battlefield
operational capabilities. FBCB2 provides command control capabilities relevant to each of the battlefield functional areas,
increasing the effectiveness of their operational capabilities.

FBCB2 displaystherelevant Situational Awareness (SA) picture of the battlefield. SA showsthe user hislocation, thelocation
of other friendly forces, observed enemy locations and all known battlefield obstacles. The war-fighter receives data " pushed"
from all the battlefield systemsto maintain near real-time battle information.

FBCB2 receives data across the Tactical Internet viathe Internet Controller (INC) or router. The INC isatactical router

built into the SINCGARS radio mount. The Enhanced Position Location Reporting System (EPLRS) dataradio and Single
Channel Ground Air Radio System (SINCGARS) data/voice radio transmit/receive digital information between vehicles. Each
FBCB2 derivesits own location viathe Precision Lightweight GPS Receiver (PLGR). Utilizing these interfaces, the FBCB2
automatically updates and broadcastsits current location to al other FBCB2 and Embedded Battle Command (EBC) platforms.
Embedded Battle Command (EBC) is a separate software package that enables FBCB2 platformsto share SA and C2 with
battalion and brigade TOCs.
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BATTLEFIELD DIGITIZATION—Continued

Digital systemson the battlefield pass messages using the Joint Variable M essage Format (VMF). WVMF isaDepartment of
Defense standardized message format. It prescribes uniform message formatsfor all branches of the armed services.

EMBEDDED BATTLE COMMAND (EBC)

EBC provides T| connectivity and communications services. It configures, controls and employsthe INC to send and receive
digital information across EPL RS Very High Speed Integrated Circuit (VHSIC) and SINCGARS Advanced System | mprove-
ment Program (A SIP) radios. EBCisfoundin battalion and brigade TOCs. It isaseparate software packagethat allowsplatforms
to share SA and C2 with FBCB2-equipped platforms. EBC capabilitiesare:

1. SA Processing

2. Tl Network Connectivity and Management.
3.  JVMF message processing C2.

4. DataManagement Security.

END OF WORK PACKAGE
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LOWER TACTICAL INTERNET THEORY OF OPERATION

Lower Tactical Internet
CONNECTIVITY

The Tactical Internet (T1) isthe highway for data communications at Corps and below echelons. This network also links to
strategic networks connecting Corps levels with theater communi cations and worldwide Department of Defense communica-
tions. The Tl iscomprised of 2 echelons, the Upper T1 and the Lower Tl. The Upper TI passes SA and C2 between command
posts at task force level and higher. Brigade and below operate onthe Lower T1. The FBCB2 System operates on the Lower T
but also sendsinformation to the Upper TI. Thissection concentrates on the lower Tl network (Brigade and Below).

The Internet terminology arises because the Tactical Internet duplicates many of the essential features of the Commercial
Internet. First, itisas"seamless' aspossible: that is, messagestravel from sender to recipient with minimal user manipulation
of the communi cation network. Second, Internet protocols (methods the radios and routers use to switch signal sthrough out the
net) are used in amanner similar to those of the worldwide web. In fact, commercia approachesto message routing are used as
much as possible.

The FBCB2 System allows each platform user in the network to send and receive digital datainformation acrossthe battlefield
using the Tactical Internet.

FBCB2 SYSTEM COMPONENTS

SINCGARSASIP. The SINCGARS radio hastwo capabilities; it transmits both voice and digital data. Unit SOP will give
you the guidance on when you use the data transmission and when you use voice only. For the purpose of the T and therefore
FBCB2, the ASIPradio isused for datatransmission in the"PCKT" mode of operation.

EPLRS. TheEPLRSradioisa"data-only" radio. It isthe"backbone" of thelower Tl; it allowsthe data transmissionsto be
passed from onelevel of the TI to the next higher level. Not all platforms receive an EPLRS radio, so those platformsthat do
have EPLRS are potential relaysfor both SA and C2 data.

Internet Controller (INC).  ThelNC isatactical router that providesthe interface between the EPLRS, SINCGARS, and
FBCB2. TheINC isthetraffic controller at the radio interface. The INCstraffic controller roleis dependent on the database
that the FBCB2 downl oads into the INC software upon startup initialization with the FBCB2. The INC routes the data signal
automatically to specific | P addresses downloaded by the FBCB2, making the data flow through the Lower Tl as seamless as
possible.

Precision Lightweight Global Positioning System (PLGR).  The GPS/PLGR provides each FBCB2 System with time,
heading or position information, which isused by the system to send platform locations (SA) through the lower TI.

How FBCB2 FitsInto The Digitized Battlefield. The FBCB2 System integrateswith the Tl to receive and send datato
other designated systems. Both Situational Awareness (SA) dataand Command and Control (C2) dataare sent.

SA. The SA data consists of the user location, the location of other friendly forces and unknown forces. SA datais sent
through arelay called a"Position Server" to the next level inthe TI. Thisdataisdisplayed onthe FBCB2 display unitintheform
of position locations and geo-reference information.

C2.  TheC2dataconsists of message formatsfor reports, orders and overlaysthat the user needsto disseminate based on the
tactical situation. C2 datais sent through an EPLRSthat actsasa" Gateway" to the next higher level. In either case, the FBCB2
system usesthe T1 to direct data to specific users designated to receive the data.

METHODS OF TI DATA EXCHANGE

The Lower Tl providesthe ability to directly interconnect SA and C2 data among FBCB2s within a Brigade (BDE). The
"Unicast" and "Multicast" methods of data exchange are the two methods of exchanging data from one FBCB2 System to
another.

Unicast. TheUnicast method of dataexchange sometimes called " Point to Point or One-to-One", allowstwo FBCB2 Systems
to send datato each other with even higher reliability because the receiving radio determinesif any dataislost and ensures that
it isre-sent correctly. This specific "Oneto One" link is established by the EPLRS Net Control Station or EPLRS Network

0003 00-1



TB 11-7010-326-10-1 0003 00

Manager [ENM] software and is transparent to the user. An example of the unicast method istalking on the telephone where a
switch may be used to maintain the connection. Unicast does not mean that the radios must be directly linked from oneradio
to another, but must have the ability to talk to each other through some mutual communication link such asthe "gateways or
servers'. An example, two FBCB2 Systems (Wingman) are the source systems. They talk to each other point to point through
the server EPL RS radio when the systems cannot talk directly to each other because of line of sight, distance or other limitation.

Multicast. ~ TheMulticast method of dataexchange sometimescalled "M any-to-Many" allows many source FBCB2 Systems
to reliably send datato other source FBCB2 Systems and to an unlimited number of designated FBCB2 Systems. Multicast
links are established by the EPL RS NCS or EPL RS Network Manager [ENM] software and dataiis sent to a specific group of
platforms. An example of Multicast method is agroup of people talking on a conference call each speaking when they have
something to say and when no one elseis speaking.

Any of the FBCB2 Systemsin thismulticast net group can send its messageto al the other systemsin the net, but if aplatform
is not part of the group database, it will not receive the message.

Just as with the Unicast method of data exchange, amutual communication link such asa"gateway or server" isused to link the
source FBCB2 Systemstogether.

SINCGARS Stubnet.  ThelLower Tactical Internet uses acombination of radios, routers, and LANsto send datausing the
unicast or multicast method of data exchange.

The SINCGARS "stub net" connects aslow as possiblein the organization to the EPL RS Server. The EPLRS equipped Platoon
L eaders or Platoon Sergeants act as the server or gateway to the company or battalion. If the Platoon Leader’ s EPLRS system
becomesinoperabl e the Platoon Sergeant’ s EPL RS radio continuesthe flow of datato the next level.

For non- EPL RS equipped platforms at platoon level (i.e., Wingman), the SINCGARS radio and I nternet Controller router are
the meansto transfer SA or C2 datathrough thelower TI. The INC database isinitialized by the platform’sFBCB2 System that
downloads predetermined | P addresses; this ensures that data flowsto agateway or server with the same database | P addresses.
SA and C2 dataflowsfrom the INCs at the lower platoon level to the EPRL S equipped Platoon Leaders or Platoon Sergeantsto
the next higher level.

NeedlineFunctions.  The EPLRSradio forms communication links with other EPL RS radios based on "the need to commu-
nicate". Thislink iscalled a"Needline" or "Logical Channel Number". An example, the EPL RS equipped Platoon Server or
Gateway needsto talk to the EPLRS equipped Battalion Server or Gateway over this"Needline" to send data to other FBCB2
Systems within the battalion.

Each particular "Needline or Logical Channel Number" uses a unicast or multicast method of dataexchange. There can be many
needlines running through aradio set at onetime, supporting the FBCB2s data communication needs. C2 and SA datalinksare
established on different needlineswithin asingle EPLRS radio. Therefore, it is possibleto have degraded "Comms' receiving
C2 data but have uneffected SA dataflow or vice versafrom the same EPLRS radio. The"Status' functionisatool to help
determine when this occurs.

Carrier Sensed Multiple Access(CSMA).  Todisseminate C2 or SA datato the many FBCB2 Systems acrossthe Battalion
and the Brigade, the EPL RS radio uses amulticast method of dataexchange called Carrier Sensed Multiple Access"CSMA".
This means the EPL RS radio manages the many FBCB2 systems using an established multicast C2 or SA needline. Inthe
exampl e of agroup of people talking on a conference call each speaking when they have something to say, and no one elseis
speaking, amediator will control the time when each person can speak if the net isbusy. The EPLRsradio gives each FBCB2
System on the multicast net atransmit timeslot if the net is busy.

At platoon or company level, the CSMA Net Server sendsits datato the Battalions CSMA Net Server over the established C2 or
SA CSMA needlines. This process continues on to the Brigade level using the same process. The Battalionswithin the Brigades
arelinked to the lower Tl and therefore can receive datafrom other Battalionswithin the Brigade aslong asthey have the same
designated I P addresses.

RANGE EXTENSION SOLUTIONS

Asthe FBCB2 System matures, greater capability will result from connection to other complex systems. Range Extension
provides for extending the TI communi cation range of Reconnaissance Units. When Recon Units and other platforms go
beyond therange of theline-of sight (LOS) EPLRS communications, the INC version 5.0 automatically detects the out-of range
condition and provides the communications connectivity between the FBCB2 System and the AN/PSC-5 (Spitfire) radio which
uses military satellite communications (MILSATCOM).

The interface supports servers used to disseminate SA between the extended platforms and the TOCs that are connected to the
EPL RS backbone. Once an FBCB2 is€elected asa server in support of range extension, SA isforwarded to the PSC-5 and onto
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the MILSATCOM based on software dissemination rules. One multicast group is defined and used for the SA range extension
dissemination.

The BDE TOC INC isthe C2 message gateway and the Reconnai ssance (Recon) Troop Commander isthe elected C2 message
gateway for al therecon platforms. The exact application interface isthe IV MF message set.

END OF WORK PACKAGE
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FBCB2 FUNCTIONALITY THEORY OF OPERATION

FBCB2 FUNCTIONALITY
SESSION MANAGER SCREEN AREA AND FUNCTIONS
The"Session Manager" screen isthefirst screen seen after the boot up sequence completes. It allows accessto:

1. Functionsfor system administration.
2. Accessto the Display Process screen.
3. Other applications.
4. The"Session Manager" screen dividesinto four main areas:
a. Security Classification Bar.
b. The Background Picture Area.
c. Task Bar.
d. Function Bar.

Security Classification Bar. Located at the top of the screen, the Security Classification Bar readily tells the user the
classification of the system. Thisbar remains active on every screen. It displaysthe current operational security classificationin
accordance with Department of Defense (DOD) standard color definitions. The current software allowsthe system to operatein
anunclassified or secret mode. Theuser can changethe classification of the system based on the user accesslevel. Thefollowing
colorsindicate the system classification level:

1. Red- Secret.

2. Green - Unclassified.

Background PictureArea.  TheBackground Picture Areaislike"wallpaper" on aregular desktop computer.
Task Bar.  TheTask Bar islocated at the bottom of the screen and isvisible at all times. The Task Bar includesthefollowing:

1. Start Menu.
2. Session Windows.
3.  Systemtray.

Function Bar. At the bottom, right corner of the screen isthe Function Bar. The Function Bar consists of function buttons
and text boxes. The function buttons allow the user to activate the Ops or Playback applications. The Function Bar containsthe
following options:

1. System Classification Text Box - Displaysthe system classification.

2. Online/Offline Toggle Button - When the system is Offline, the Session Manager Screen Function Bar displaysthe
"International Don’t" symbol over the two terminal menu options. The system cannot receive or process datafrom the
Tactical Internet (TI) while Offline. Received SA Dataand C2 Data are stored in the router queue until the systemis
Online. When Online, the system receives and processes data from the Tactical Internet.

3. OPSButton - Accesses the operations portion of the software. The Ops areais where the majority of the FBCB2
functions occur.

4. Playback Button - The Playback function allowsthe user to replay previously- entered or received datathat isstoredin
memory. The system replaysall of the actions from that period just like an "instant replay”. The system does not have
online capability when in the playback mode. Thefiles play back in real time. For example, afour-hour operation
takes four hoursto view.

5. Unit/Role Text Box - Identifiesthe unit and role of the FBCB2 System.

Start Menu. To access the start menu select the " Start" button at the lower |eft corner of the screen. The Start Menu offers
different options depending upon the login status of the user. If not logged on, the following options are available:

1. Login- Activates system log-on function.

2. Help - Accesses Context Sensitive Help.

3. Shut Down - Shuts down the FBCB2 software.
4.  Log-Off - Activates system log-off function.
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OpsLogin. The"OpsLogin" dialog box displays. Inthe "Password:" datafield:
1. Enter [fbcbh2].
2. Select [Continue] button.
3. The"OpsLogin" dialog box closes.
4. Select [Start] button.

After logging in, the Start menu displays the following options:

1. FBCB2.

2. Settings.

3. Help.

4. Log-Off.

5. Shut Down.

TheFBCB2 Function. The FBCB2 function has thefollowing actions:

1. Mission Datal oad - Creates and |oads a mission by combining one or more application generated productsinto a
mission dataset. The Mission Data Set writesto a portable mass storage device for transportation to targeted FBCB2s.
Security... - Allows authorized usersto generate and assign passwords.
SysAdmin... - Allows usersto clear logs and queues and configure therole.
UTRAdmin... - Allows authorized usersto manage Heartbeat UTO updates. (Must be onlineto run UTRAdmin).
ClearsLogs and Queues... - Shortcut directly to thisfunction.
Configure Role... - Shortcut directly to thisfunction.
Restore Database - Takesthe user back the previously uncorrupted role.
Tools- Accesses Host Info, Message Info, Network Info, MILSATCOM Info, UTO info and URO Emulator.
Exit BCOPS function is designed as a backup method for exiting the “ OPS” screenif the“F Admin” Exit Opsfunction
isnot functioning
SettingsFunction.  The"Settings" function allows adjustment to the following:
1. Bell Settings- Accesses system "Bell On" or "Bell Off" function.
2. Keyboard - Accesses"Auto Repeat On" or "Auto Repeat Off" keyboard function.
3. Mouse... - Setsmouse acceleration.
4. Touch Screen... - Accessestouch screen calibration functions.
TheHelp Function. The Help Function accesses:
On FBCB2 Session - Accesses context sensitive help.
Tutorial - Accesses the embedded tutorial.
Software Users Manual - Accesses the online Software UsersManual.
Equipment Operators Manual - Accesses the online Equipment Operators Manual (EOM).
POls- Accessesthe Program of Instruction (POI) pages.
. Software Version - Displays current software version information.
L og Off.
1. Log Off - Logsthe system off. The system goesthrough alog off process and displaysthe "Offline" button in the
Function bar.
2. Cancd - Closesthe warning box.
Shut Down Function. The"Shut Down" function accesses:

1. Shut Down... - Performs system shut down.
2. Reboot... - Performs system reboot.

©CoNoO~WN
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SYSTEM ADMINISTRATION TOOLS AT OPERATOR LEVEL

It isimportant before beginning a new mission to reset system defaults and remove old messages and data. After clearing the
system of old data, it is necessary to set the system to operate using user-defined settings.

Clear LogsAnd Queues. Operating the FBCB2 on adaily basis causesthe accumulation of messagesin the message queues
and arecord of the machine' soperationsin thelogs. Thisgreatly reduces the system memory and causes the system to slow so
much that it might take several minutesto accomplish atask. To prevent this, periodically delete unnecessary Logs and Queues.
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Comm Logs - Deletesall play back files.

Message Transmission Logs - Deletesall sent queues.

SA Snapshot Data- Deletes al SA datastored in memory.

Messages - Deletes all or sel ected messages types stored in memory.
Threaded Messages Data- Deletes all or selected threaded messages types.
User Defined Settings - Deletes all or selected user defined settings.

Reset System - Deletes all saved files from system.

ConfigureTheRole.  The"Configure Role" function allows the user to changetheir role/ID and reconfigure the system to
the new role/ID. Selecting Configure Role deletes all data, address groups, messages, filters, etc.
Thefollowing action is required to reconfigure the system when the Configure Role dial og box is opened:

Select [Division] down arrow.

Select [Brigade] down arrow.

Select [Battalion] down arrow.
Select [Company] down arrow.
Select [Platoon] down arrow.

Select [Matching Roles| down arrow.
Select [Configure] button.

The"Verification" dialog box opensand displays"Do you want to continue with configuration"
Select [ Yes] button.

The "Role Configuration Progress' dialog box opens with the "Reboot" button grayed out. 1t shows the time remaining until
complete, which takes between 2 to 5 minutes. When the"Reboot" button isavailable, configurationis complete.

Select [Reboot] button.
The system robootsto the selected Role.
Restore Database.

The"Restore Database" allowsthe user to return to thelast uncorrupted role. If afailure occurswhile performing arole change
procedure, then the user can sel ect the Restore Database function to re-configure the system to the previous operational role.

Noak~wdrE

Noas~wdE

Select [Restore Database] option to perform function.

Thefollowing message is then displayed, " Continuing this action will delete all messages, message settings and user settings.
Do you want to continue"

Select [OK] button to proceed.

The "Restoring the Database..." messageis displayed when the restoration process begins, and " The database has been restored"
message is displayed when it is complete.

Exit BCOPS.

The“Exit BCOPS' function isdesigned as abackup method for exiting the “ OPS’ screen if the“F6 Admin Exit Ops...” function
isnot functioning

1. Selectthe“FBCB2" option.
2. Select[Yes] button.

Host Info Contains:

Tools. The Tools function allows the user to retrieve and view node information, Unit Reference Number (URN), view
network MILSATCOM status ,UTO information and process information commands to the EPL RS radio through the URO
Emulator.. Thesetoolsassist in the troubleshooting and fault isolation procedures. The Tools cascading menu consists of six
options:

Host Info.

Message Info.

Network Info.

MILSATCOM Info. (Role Specific)

UTO Info.

URO Emulator

ok wdE
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Host (Node) I nformation. The system displaysthe"Host Information” dialog box. Host Information contains system and
communication setup information for the FBCB2. This function allowsthe operator to view specific information. The "Host
Information” dialog box displaysthree selections.

1. Thisnode (default).
2. EnteraURN.
3. Q-Quit.
If “Thisnode” or “Enter aURN" is selected the following information is displayed.

URN#

Platform | D#.

Role code.

Platform Type.

Platform Symbol.

Net Frequency.

Role Name.

Unit Identification Code.
Unit Symbol Info.

0. Internet Protocol (IP) Name.
. Internet Protocol (IP) Address (for host, router 1, router 2, and LAN).
12. Filedata

Additional Host Information displays:

Comm Net Assignments.
EPLRSID.

Resource.

Logical Channel Number (LCN).
UDP port.

Broadcast URN.

Database Version.

Network Information. Network Information tells the user what broadcast network the system is connected to and what
other units are on that network. Network Info allowsthe user to verify the URN.

MILSATCOM Info. MILSATCOM Information displays"read only" information and allowsthe user to view three piecses
of MILSATCOM statusinformation.:

1. MILSATCOM overall status.
2. Interface status
3. Connectivity status.

UTO Information. The system displays the "FBCB2 Task Organization” dialog box. The FBCB2 Task Organization
information providesthe user agraphical or tabular view of the UTO.

Dialog box function buttons:

Zoom In (Allowsthe user to zoom in and view aselected unit and its assigned units).
Zoom Out (Allowsthe user to zoom out, from azoom in view).
Switch UTO (Not available at thislevel).
Print (Not available at thislevel).
Exit (Closesthe dialog box).
. Help(Not available at thislevel).
Filter check boxes:
1. Unit Desc Filter - Filters on/off the unit description text located under aunit symbol.
2. UICHFilter - Filters on/off the Unit Identification Code (UIC) located on theright of the unit symbol.
Thefollowing views are available by selecting one of the radio buttons:
1. Graphica - Allowsuser to view the UTO in graphical form. The user must scroll right, left, up or down to view all
available units.
2. Tabular - Allowsthe user to view the UTO in atabular form. Inthetabular view, all optionsare unavailable except the
Exit function button and the UIC filter.

RBooNoOokwbE
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URO Emulator.  The"URO Emulator" isaemulator of the actual User Read Out (URO) device. Thisallowsthe user to
activate URO functions through the FBCB2 System software.

SA DISPLAY AREA

The SA display areaisthe automatic graphical display of SA data, maps, grids, and overlays. SA dataincludesfriendly and
enemy units, air track positions, and georeferences. The"own" platform symbol displaysvehicle heading and weapon orientation
when available from other non-FBCB2 on-board systems. The system portrays the currency of Friendly Units. The system
automatically displays positions on the screen as generated by vehicle devices or incoming messages. To avoid cluttering the
SA areawith unwanted icons each echel on and unit type can filter out unwanted information, such asicons, georeferences and
overlays, using the filter function.

FBCB2 DISPLAY PROCESS SCREEN LAYOUT

Security Classification Bar. Located at the top of the screen, the Security Classification Bar readily tells the user the
classification of the system. Thisbar remains active on every screen. It displaysthe current operational security classification
in accordance with Department of Defense (DOD) standard color definitions. The current software allowsthe system to operate
in an Unclassified or Secret mode. The user can change the classification, based on hisuser accesslevel. Thefollowing colors
indicate the system classification level:

1. Red- Secret
2.  Green- Unclassified

Status Bar

Date TimeGroup (DTG).  Current date and time (ZULU) as set by the Global Positioning System (GPS)/PLGR or the
FBCB2 System The user cannot set the date and time here.

StatusIndicators.

Status | ndicators, sometimesreferred to as"gumballs*, arelocated at thetop | eft of the "FBCB2 Display Process' screen. These
gumballs give the user aheads up warning asto the status of the corresponding components. The Comms and GPS gumballs
are standard in all FBCB2 platforms. Additional gumballs (i.e., LRAS, BCIS and Chembio)are displayed when other system
components are attached to the FBCB2. These three gumballsdirectly reflect the status of the F5 " Status' Button. The gumballs
identified from left to right are:

1. Comms- Statusof FBCB2 communications systems, including SINCGARS, EPLRS, and MILSATCOM, if installed.
2. GPS- Statusof the PLGR.

3. BCIS- Statusof the BCIS System, if installed.

4. LRAS3- Statusof the LRAS3 System, if installed.

5. Chembios Status - Status of the MICAD System, if installed.

Gumball Colors.
Gumball statusisindicated by the following color code:

1. Green- Go. Thesystemisat optimum operating level.

2. Amber - Degraded. There are one or morefaults, but not enough to fail.

3.  Red-No Go. Oneor more faults have brought the system down.

4. White- Not Tested. FBCB2 software can not detected the system. The system may nhot beinstalled or disconnected.

FIPR Message Notification. ~ TheFlash, Immediate, Priority, Routine (FIPR) Precedence Message Notification displaysthe
number of messages in each queue.

WarninggAlerts Marquee. When the unit receives alife threatening warning or alert message it displays the warning
message title in sequence and displays the message for the time set in "Warning Time Interval” through "Admin".

TheFunction Bar. The system displaysthe" Ops Function Bar" down theright side of the SA area. The Ops Function Bar
isbriefly discussed in this section.

1. The"Grab" button selects multipleicons and view their information. A "Hook Dialog" box is displayed and liststhe
information for each of theicons.

2. The"Zoom" button isaquick method of viewing locations on the map at different sizes.

3. The"View" button removesthe Ops Function Bar and view theicons underneath it. Double clicking on the"View"
button removesthe OMNI Directional Pan box.
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The"NAV" button accesses the "Navigation Dialog" box.
The Quick Send associates amessage to the button. Selecting the button sends the message in an expedient manner.
The operator creates and saves the message, then associatesit to the button.
6. The"Auto Center" button, when selected, continuously centers the usersicon on the screen. Thisincludesthe area
under the Ops Function Bar. The system displaysan international "Don’'t" symbol when thisfeatureistoggled off.
7. The"FIPR" button displaysthe "FIPR" dialog box. The user selectsthis button to view the messages queues. The
"FIPR" button displays the number of messages
8. The"FIPR" button displaysthe"FIPR" dialog box. The user selects this button to view the message queues. The
"FIPR" button displays the number of messages received by the system. An audible alarm of short duration alertsthe
user to incoming messages. The number on the button representsthe total number of messagesin the queue. The black
exclamation point (!), highlighted in yellow, on the"FIPR" button indi cates that one or more warning messagesarein
the queue. The black plus (+) mark, highlighted in yellow indicates that an operator responseisrequired on at | east
one message. The"FIPR" dialog box hasthe following tabs:
a F - Flash
b. | - Immediate
c. P - Priority
d. R - Routine

TheWarningTab.  Warnings- The"Warnings" tab displaysthe number of Caution/\WWarning messages received and currently
saved.

o &

The Top Button. The"Top" button enables the user to quickly display the highest precedence, most recently received
message in the message queue.

TheRole Name/Classification/L ocation and Cur sor Position. The system displaysthe currently loaded Platform Role,
ID and system classification. Selecting this button givesthe coordinates of the user’ s platform. The default setting is Platform
Roleand ID. The cursor position displaysthe coordinates of the cursor’ s position onthe SA Area. Thedefault settingisMGRS.
Pressing the space bar cycles the four coordinate formats:

1. MGRS(Military Grid Reference System)
2. UTM (Universal Transverse Mercador)
3. Latitude/Longitude

4. DMS (Degree Minutes Seconds)

TheF1Map... Button. The"F1 Map..." button brings up the "Map Control" dialog box, which consists of three main tab
groups.

1. Grid

2. Center
3. Background

F2 Filters... Button. The"F2 Filters' function provides the capability to tailor the information displayed on the SA area
using specific filters. Removing the SA clutter using filters allowsthe user to see the battl efield their way and to adapt that view
according to mission requirements. The Filter function consists of four tabs.

1. SA
2. Collapse/Expand
3. Overlays

4. Obstacle Overlays

F3Combat Msgs... Button.  The"F3 Combat Msgs' button displays the combat message dial og box. The Combat Message
function allowsthe operator to create, send, and save messagesin an expedient manner. Six message types comprise the combat
message templates. They are:

SALT - Size, Activity, Location and Time
MEDEVAC - Medical Evacuation

NBC1 - Nuclear, Biological, and Chemical
FireMission

Check Fire All

SITREP - Situation Report

oukwbdpE
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F4Messages... Button.  The"F4 Messages..." button brings up the "Messages' dialog box. Thetab groupsare:

Send

Create

Edit

Print - (Function not available)
Manage

Sent Queue

System

SA

Genera

F5 Status... Button. The"F5 Status' button displaysthe " Status" dialog box that contains read-only information on the
status of equipment connected to the FBCB2 System. The Status function also displays the status of connectivity with the
Tactical Internet, and removable hard disk drive cartridge utilization under three tabs:

WP ok wbdpE

1. System
2. SA
3. Generd

F6Admin... Button.  The"F6 Admin" button displaysthe"Admin" dial og box, which hasthree main tabsand two additional
functions:

1. "Platform Settings" tab
2. "Local Settings' tab

3. "SA Settings' tab

4. "Exit OPS..." button

5. "Destroy FBCB2" button

F7 Apps... Button. TheF7 "Apps' button displaysthe"Apps' dialog box, which contains two tabs and the following 10
options:

Circular Line of Site

Drivers Display

L OG Report

Lineof Sight

Navigation

Periodic Reminders

Personnel Status Report

Radio Net Join

Taylor Supply Point List

0. Task Management

TheF8 Help button. The"F8 Help" button gives the user help on using the FBCB2 software. The "Help" dialog box
displaysthe current version of software and patchesin use.

Map Zoom In/Out.  TheMap Zoom In/Out box isamethod of increasing or decreasing the magnification settings. Selecting
the down arrow causes the system to displays alisting of zoom settings. The user changes the map zoom setting by selecting
from the displayed list. The possible zoom settings are:

1/4x
1/2x
1x
2X
4x
8x

The button to the right of Map Zoom In/Out displaysthe local time. The user can select thelocal time zone in the F6 Admin
button.

SA Display Area.  The FBCB2 System provides each echelon with SA of the battl efield, through filtering out selected icons.
Thisisdictated through the Unit SOP. The SA display areaallowsfor the automatic graphical display of SA data, maps, grids,
and overlays. SA dataincludesfriendly and enemy units, air track positions, and georeferences.

HOoo~Nok~wWDNE
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The"own" platform symbol displays vehicle heading and weapon orientation when avail able from other non-FBCB2, on-board
systems. The system portrays the currency of friendly units. The system automatically displays positions on the screen as
generated by vehicle devices or incoming messages.

END OF WORK PACKAGE
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MESSAGING THEORY OF OPERATION

SHORT FORM MESSAGES

Combeat or short message formats are sub-sets of long form message formats. The (F3) "COMBAT MSG" button allowsthe user
to send only the critical datafields of the corresponding long form message. The Combat Message requires no keyboard entry.
Most applications are performed viathe digital display. Each combat message has default addresses. The operator can alter
the addressees from the "COMBAT MSG" dialog box by selecting the long form message button at the bottom of the combat
message. However, doing this affects only the current message and does change the default addresses for subsequent messages.
To permanently change the default address the operator must select the"MESSAGES" (F4) button, select the desired message,
select the"SET DEFAULT MESSAGE ADDRESSING", and then change the addressees. The addressees selected become the
defaults for that specific combat message.

LONG FORM MESSAGES

L ong form message formats can be reached by two methods. The first method is from the "MESSAGES" (F4) button. Select
the desired message from the menu. The second method isaccessing sel ected messages from the"COMBAT MSG" (F3) button.
The operator may go to thelong form message counterpart by selecting on the long form message button at the bottom of the
combat message dial og box.

Role based functionality provides different message creation capabilities based on the users’ role or echelon (all roles can
receive/read incoming messages). Users can preview messagesin textual format whilein the process of creating or editing the
long form message.

L ong form messages provide more detail than the combat message. Thisis particularly useful when timeisavailable and the
pace of operations affords the ability to provide more completeinformation.

DEFAULT MESSAGE ADDRESSES

Itiscritical that information be disseminated throughout the digitized force in amanner that optimizes speed of service and
minimizesthe burden on the user. FBCB2 uses atwo-tiered default messaging system, utilizing machine default addressing and
operator-defined addressing. Machine default isminimal and satisfies two requirements. Thefirst requirement isto facilitate
critical linksto other ABCS systems for threaded messages. Second, to ensure that combat-critical messages, which spawn
SA, can be sent quickly, without the possibility of the unnecessary delay associated with having to address them, asthey are
prepared. All machine default addressees are action addresses. Thelist of messagesin Appendix A indicates which messages
have a machine default addressee. Overlay messages and Field Order messages do not have machine default addressees.
Considerations for development and distribution of these messages are discussed in Section 8.

MESSAGE ADDRESSING

Operator-defined default addressing is the primary method for ensuring that information be disseminated in accordance with
the commander’ swishes. Each unit asamatter of Standard Operating Procedure (SOP) establishes defined defaults for each
message. Once defined and entered into the FBCB2 System during pre-combat operations, operator-defined message addresses
are saved in the computer. Operator-defined message addresses are either action addressees or info addressees, or both as
determined by the SOP.

MESSAGE MANAGEMENT

A unit’s SOP directs message-handling procedures. Standard message management procedures reduce confusion and extra
work. Message management includes:

M essage/overlay naming conventions
Filing procedures

M essage precedence

Message Use

AL PE
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Incoming M essages. The FIPR Message Queueis displayed on the function bar of the display process screen. Userscan
quickly determineif there areincoming messages and the priority of the message. For amore detailed list of messages, the
operator can go to the FIPR dialog box. Thisbox has tabs depicting the precedence and number of each messagein the queue. If
an Alert or Warning (STRIKEWARN, MOPP, etc) isreceived, it scrolls across the marquee until opened and saved/del eted.
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FIPR Message Queue

Forwarding M essages. FBCB2 hasaforward capability for all incoming messages with the exception of overlaysand free
text messages (free text messages can be "replied to" or "saved as" and the transmission settings modified in order to forward
the message). Operators can forward messages by opening the message from the FIPR queue and selecting "forward", "message
addressing”, and "send". Units may consider establishing a procedure on forwarding messages, orders, or overlays, to ensure
everyone that requires the message receivesit. Thisreducestraffic overload on the Tl and prevent the same message being

recei ved numeroustimes by the same user. An example of how aunit may establish amessage forwarding procedure follows:

1. Thecompany commander receives TF/BDE messages.
2. Thecompany commander forwardsthefileto the XO, 1SG and platoon leaders.
3. Platoon leadersforward to platoon sergeants, etc.

Recommend that one vehicle per Company size element (XO, 1SG or Company TOC) and onevehicle at each Battalion/Brigade
TOC isdesignated the "digital library" platform. Thisvehicleisthe source of back up digital filesin case a platform did not
receive overlays, orders, etc., asaresult of asystem crash or avehicle power problem. This prevents commanders, first sergeants
or CPsbeing called upon to re-send items during critical events.

Mission Folder Management and File Naming Conventions. An important part of incoming message management is
unit consistency in storing al filesin an organized manner. Folders, like directories, enable the user to store and find messages
quickly. Messaging protocols do not allow the file name to be transmitted with the message. Units standardize the way the
filesare saved to expeditefileretrieval. Oneway to effectively manage messagesis by exercising mission titlesinstead of the
traditional OPORD numbering system. Designate mission names and message folders prior to the operation. The user canfile
all related messagesin the associated mission fol der.

Message Options. Understanding the tools associated with messages increases the efficiency of aunit. Message Acknowl-
edgement and M essage Precedence enhance communication. The message acknowledgement function provides the sender the
assurance the message was received. There are 3 types of acknowledgement:

1. MA - Machine Acknowledge: Thereceiving system transmits an automatic response to the sending system when the
message isreceived.

2. OA - Operator Acknowledge: Thereceiving system transmits an automatic response to the sending system when the
message is opened.

3.  OR- Operator Response: The operator isrequired to indicate compliance and give a short written response. The
message cannot be closed and the operator cannot go to another screen until he has sent a response back.

Critical messages such as OPORDs, FRAGOs and overlays are sent with the message acknowledgement of "OR". The operator
providesinformation on who reviewed the critical message in the mandatory response back.
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Another consideration in transmitting messagesis the precedence. Predetermined or default precedence settings are determined
by unit SOP and mission. Messages containing information that have an instantaneous impact on the conduct of the operation,
such as CFF, SPOT reports, Contact or Engagement Reports or NBC1, should be sent FLASH. Messages such as FRAGOs,
Overlaysor messages containing less sensitiveinformation should be sent IMMEDIATE. Standard reportssuch asdaily logistics
reports, should be sent ROUTINE.

Outgoing M essages. Understanding the tool s associated with outgoing messages increases the efficiency of aunit. Default
distribution, the Message Sent Queue and Quick Send Buttons are some of the instruments intended to assist the user. Most
messages have default addressing based on Army doctrine. The exception to thisare those listed below:

Free Text

Fire Support Coordination Measures

Position Report/Update

Nuclear, Biological, Chemical Report Three (NBC 3)
Chemical Downwind Report (CDR)

Effective Downwind Report

Personnel Status (tied to unit SOP)

. Task Management (tied to unit SOP)

Message Sent Queue.  The Message Sent Queue allowsthe user to sort the sent messages by message type, time, acknow!-
edgement or sent status. The user can also view the message from this screen. The "see details' in the "Message Sent Queue”
promptsthe user .to view the detail s of the message by sel ecting the message and select "Execute”. Thetrue status of the message
isdisplayed, if aMA, OA or OR wasreceived. The size of the Message Sent Queue can be cleared on a scheduled basis as
dictated by the SOP. Recommend the SOP require clearing the " Sent Messages' 1ogs and queues every 3 hours or when the
"Sent" queue on the long form message tab appearsto be acting sluggish. The user can clear " Sent Messages' under thelogsand
gueues more often, if needed. This should be done when the sent queue is so large that the messages are slow to open.

Caution: If usersdetermineit istimeto clear Logs and Queues select reset, all previously settings, saved messages, and overlays
are removed from the system.

Quick Send Button. The Quick Send Button allows the user to create a message, saveit and quickly send it later when
needed. For example, aplatoon leader tasked with executing an indirect fire mission along an enemy main avenue of approach,
can create aquick send button to transmit his Call For Fire (CFF) and send it when the enemy hits histrigger point. Using the
Quick Send buttonisthefastest way to send thismessage. Thisisalso recommended when creating orders. Orderscan be created
prior to deploying to the field and saved for sending later (see caution note above). The blank button above the FIPR button can
be configured to send amessage prepared in advance. Quick Send messages must be saved to afolder. Changesto the message
can be done viathe Long Message/Edit tab in the corresponding Message Format Dialog Box Tab Group. It isimportant to
remember that message Date/Time Groups have to be updated prior to sending amessage.

Threaded M essages. Certain messages require specific routing in order for them to be effective. These are called Threaded
M essages. These messages are:

Fire Support Messages
LOGSTAT

Combat SITREP

Log Task Order
Personnel SITREP
SPOT Report

The exception to thisisthe Personnel Status Report and the Task Management Message. The routing for theseis SOP driven.
Users may add to the Threaded M essage addressees but should not delete from the list. These defaults are dictated by Army
doctrine and communication architecture (example: the SPOT report feedsinto the ASASintelligence database for correlation
into the Joint Common Database for higher SA and analysis). Threaded Messages must follow specific pathsin order for
information to reach intended personnel, communication system or to feed to theright database. An example of thisisthe CFF
message. It must be threaded properly for interface with AFATDSto occur. The CFF message originator may add as many
recipients as desired to the addressee list. If he alters any of the default recipients, the message may not reach AFATDS and
therefore, the fire mission will not be processed. If all addressees are not kept on the thread, "orphan” fire missionswill occur.
Orphan missions are those that lack aMission Task Order with atarget number from AFATDS.
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SITUATIONAL AWARENESS THEORY OF OPERATION

SITUATIONAL AWARENESS

Situational Awareness (SA) provides anear real-time, relatively common operational picture of the battlefield to al subscribers
of the Tactical Internet. SA includesand automatically displays aterrain database (map), friendly (blue) icons/units, unknown
(yellow) icons/units, reported enemy units (red) icons/units, and geo-referenced messages (bridges, obstacles, NBC contamina-
tion, etc.).

The answer to every tactical question is"it depends on the situation”. Commanders and leaders conduct battlefield problem-
solving based on their knowledge of the situation. Situational Awareness provides that knowledge and isacritical asset the
Commander hasto devel op and execute a sound tactical plan. FBCB2 can provide commanders and | eadersinformation that
is current, accurate, and available to al echelons of command. This ability to see the battlefield influences the battlein an
unparalleled way. But, even with this expanded ability, leaders and commanders must "see" the correct picture.

What the user actually seesdependson how he setsup hissystem. The SA pictureisestablished through the use of the Situational
Awareness Settingstab group in the Admin function and the Filtersdialog window. The SA settingstell the system how oftento
update the network with the platform’ s position. They al so dictate how long blue, yellow, and red icons stay visible. The Filters
dialog box allows usersto set which icons (unit type and echelon); overlays, labels and geo-referenced graphics are displayed
as part of the overall SA picture. Filter settings are atool used to provide the appropriate Situational Awareness picture, reduce
screen clutter and simplify operations. Standard filter settings, established by unit SOP, are vital in order for the Brigade to
achieve atactical picture. Standardized settings al so reduce the load on the Tactical Internet resulting in faster datatransfer.

SA answersthe following three questions:

1. Whereaml?
2. Wherearethefriendly forces?
3. Whereisthe enemy?

It isimportant that there be a" standardized tailored SA picture" for al usersin the same Task Force (TF) organization. This
includeselementsthat may beunder the operational control (OPCON) or attached tothe Task Force. Theleadersof such elements
should query the Brigade or TF S3 for the standard TF filter settings as soon asthey come under their control. Filter settingsare
directed at each command echelon through the use of Digital SOPs. Thisinsuresthat each echel on seesthe appropriate detail
one level up, two levelsdown, and the elementsto its front, right, and left. Asmission dictatesa changein the filter settings,
the Brigade S3 advisesthe Task ForceviaaFM net cal, followed by afreetext message. The Task Force does the samefor the
Company Teams.

FBCB2 simplifies navigation and provides accurate dataon friendly forceslocation. SA isprovided to other ABCS systemsvia
EBC inthe TOC Server. SA isgenerated asfollows:

Blue Situational Awareness. Blue SA isautomatic if all systems are operational and thereis connectivity. Each individual
FBCB2 System derivesits own location from the attached PL GR and di sseminates its own position over the Tactical Internet. It
continuously updates the Common Tactical Picture (CTP) for all subscribersof the TI. There are two Blue SA Filter settingsthat
affect what is displayed on the screen. These are Friendly Filter Settings and Own Platform Settings.

The Brigade, Battalion, and Company SOP dictates platform settings based on mission and movement requirements. When
conducting dynamic operations, filter settings should be reduced. When conducting static operations, filter settings should be
increased. Again, reducing the amount of transmissions reduces the load on the Tactical Internet. Thisincreasesthe speed at
whichinformationissent and received. Itisimportant that the SOP ensuresthat "staletime" settings always exceed transmission
time settings and synchronizes the Own Platform Settings and Friendly Platform Settings.

Own Platform Settings allows a user to choose how often (time) and under what circumstances (motion) his FBCB2 transmits
itslocation. Each time FBCB2 sends out its own location, it generates amessage on the T1. During periods of limited force
movement, the transmission settings should be adjusted to ease the burden on the T1 and allow for increased speed of service
for critical C2 planning and reporting. Conversely, asforce tempo increases, transmission settings should be set to report more
frequently. This providesincreased fidelity of platform location reporting during critical maneuver periods. The effect on the
Tl isminimal dueto the corresponding drop in C2 message rates as unitstypically rely more on FM radio transmissions during

0006 00-1



TB 11-7010-326-10-1 0006 00

combat maneuver. Own Platform Settings al so all ows the user to report his position automatically, manually or not to report it at
al.

Friendly Filter Settings allowsthe user to tail or the Situational Awareness screen to specific needsand reduce screen clutter. The
user can chooseto view or filter friendly platforms according to currency, dimension (air, land or sea platforms), unit type and
echel on. These settings depend on the user’ s echelon, mission and platform. SA Filter settings allow the user to set the elapsed
time before blue icons begin to fade on their map screen. Operators set the times at which anicon goes stale, old and thenis
purged from their display. The system measuresthe Purge Time valuesfrom thelast time your FBCBZ2 received a position report
from another platform.

Time Lapse reports|ocation based on atime selection. System default setting is six minutes.
Distance reports |ocation based on a distance selection. FBCB2 detects that the distance has changed by comparing PLGR
location with last reported location. The default distanceis 100 meters.

Table 1. Sample Matrix for "Own Settings'

Mission Stale Old Purge
Reconnaissance 15 minutes 20 minutes 24 hours
Counter-Recon 15 minutes 30 minutes 24 hours
Movement to Contact 5 minutes 20 minutes 24 hours
Attack 5 minutes 20 minutes 24 hours
Defend 15 minutes 40 minutes 24 hours
Prepare for Combat 45 minutes 120 minutes 24 hours<
Assembly Area Ops 45 minutes 120 minutes 24 hours

TheCollapse/Expand Function.  The Collapse/Expand Function collapses multiple uniticonsunder asingleuniticon. The
unit location is proximate to the Center of Mass (CM) of the collapsed icons. Units collapse in accordance with current UTO.
The system only collapses and expands those units or platformswhich physically appear on the users SA display. Unitsthat have
been filtered cannot be collapsed or expanded.

Some examples of how CM may be used are:

1. Example1: When collapsing aBradley platoon: FBCB2 evaluates the location of each of the platoon’svehicles, the
individual icons disappear, and asingle platoon icon appears at the center of mass of theicons concerned.

2. Example2: Under agiven UTO, an Air Defense Battery ispart of an Armor Battalion’s Task Force. The battery would
collapseinto the Armor Battalion’s CM icon. Below isan example of CM from aplatoon to a battalion.

The method in which FBCB2 calculates CM is shown below and is depicted in the Collapse/Expand Function description.
Thelocation of each platform in the selected unit is recorded and evaluated (e.g., PL, PS, WM1 and WM?2). A predefined CM
radiusisestablished. Platformsthat fall outside the radius are excluded from the calculation. Certain vehicles, such as TOCs
and commanders, have "weighted" position reports. These weighted positions bias the calculation in determining the CM.
Theindividual icons are replaced with asingle unit icon in the proximate CM location. As platforms continue movement, the
algorithm re-evaluatesthe CM and makes appropriate screen changes.
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To collapse/expand, select the Filter Button and then the Collapse/Expand tab. Unitsare displayed according to UTO affiliation.
Once aunit isselected to collapse or expand, users must select the "Refresh” button in order for the selection to take effect onthe
SA map. SeeFigure: SA Center of Mass Calculation. The"Expand All" and "Refresh" selections expand all the units on the SA
map. See Figure: Expand Function.
The FBCB2 refresh rate can low down or stop if too many blue icons are displayed on the user’ s screen. Collapsing all units
except for the ones the user needsto view speeds up the refresh rate.
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Expand Function

Collapsing on CM isan excellent tool to reduce screen clutter, but it should be used cautiously. Different echel ons of command
have different requirementsfor SA. For example, ateam or company commander may wish to see adifferent level of unitsand
subordinates. During execution of combat operations, use of collapse function should al so be carefully considered relative to
fratricide. It isrecommended that the Cavalry Troop, Scouts and other elementsforward of friendly forces not be collapsed. The
sameistrue of units sharing acommon boundary.

Red Situational Awareness. Red SA isaresult of user input. There aretwo ways Red SA iscreated:

Digital enemy C2 SPOT reports are usually created at the company level and below. The report from FBCB2 should only
describe people and/or equipment. Senders should not annotate whether or not the element i s a squad/platoon/company etc. The
SPOT report automatically creates Red SA/icons on the Brigade area network

ASAS Intelligence Picture. When an observer transmitsa SPOT report, the messageis sent to the ASAS system supporting the
observer (see above). Operators should check their default addressing to ensure the SPOT report is addressed to the battalion S2
or the brigade S2 if amember of BRT. The ASAS operator eval uatesthese SPOT reports and may enter thereport into the ASAS
database, where all enemy datais consolidated. The ASAS operator evaluatesthe SPOT report and, if justified, correlatesthe
numbers and platformsinto an enemy unit icon. ASAS periodically providesthe correlated intelligence picture to the JCDB in
the TOC. The ASA S operators must send the correlated Red picture to either the brigade S2/3 Plans or Ops. Managing Red SA
in this manner reduces the number of duplicateicons.

Red Situational Awareness Settings. Users have acombination of several settingsfor Red SA. Under the filters SA tab
select "enemy". Based on the sel ections the exact same tactical situation can appear very different from system to system. As
an example: The enemy has 3 tanks, 7 personnel carriers, and 2 engineer vehiclesthat have been reported via FBCB2 withinthe
last 10 minutes. If "current" is not sel ected none of the enemy would appear as SA. Likewise, if "ground" isnot selected. Under
"type", if Engineer isnot selected the 2 engineer vehicleswould not appear as SA. If the source of info were"ASAS" only, none
of the enemy would appear. Users have the option to base selections on:

1.  Currency
a. Current
b. Stae
c. Old
2. Dimension
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a Air
b. Ground

a. Armor
b. Artillery
c. Aviation
d. Engineer
e. Infantry
f. Sensor
g. Vehicle
h. Other
4, Sourceof Info
a ASAS
b. FAAD
c. Spot Report

Red SA Settings. Aswith Blue SA, the Brigade, Battalion, and Company standardizes Red SA filter settingsto achieve
acommon situational picture. The Red SA settings should be based on the type of operation the enemy is executing. If the
enemy isin the offense (dynamic operation), the stale and purge settings should be shorter. Thisprovidesatruer enemy picture
and prompts usersto frequently update spot reports. If the enemy isin the defense (static operation), settings should be longer.
Possible Red SA settings are shown in Table: Possible Red SA Settings.

Table 2. Possible Red SA Settings

Mission Stale Old Purge

Counter Recon 20 minutes 40 minutes 1 hours
Recon 30 minutes 1 hours 4 hours
Enemy Attack 10 minutes 20 minutes 1 hours
Enemy Defense 30 minutes 1 hours 4 hours

Geo-Referenced SA.  Geo-referenced messages are C2 messages that create icons linked to alocation on the map. Geo-
referenced messages are disseminated on the Tl as SA. Geo-reference SA can befiltered to display all or hideall in thefilter
dialog box. These messages are:

Obstacles Reports

NBC1 Reports

Bridge Reports

Supply Point Status Reports
Contact Reports
Engagement Reports

War ninggDanger Zones. The "Danger Zone'" tab in the FIPR Button displays the Type, Distance, Direction, Location
and Originator of all Danger Zone information received. (See Table: Types of Danger Zones/Safety Radius. Danger Zone
information istransmitted in specific VM F messages as SA data. FBCB2 receivesthe message and displays the SA dataand
displaysall Danger Zoneinformation inthe Danger Zone Tab Group. When the platform penetratesthe safety radius of aDanger
Zone, the FBCB2 alarm istriggered, an al ert message is displayed on the Warnings/Alerts Marquee and an entry is madein the
Warnings Tab Group. The Marqueetab group lists all active life-threatening Warnings. The actual size of the Danger Zoneis
larger than theicon that is depicting it.

ok wWdNE
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Table 3. Types of Danger Zones/Safety Radius

M essage Type Type Of Danger Zone Safety Radius(Meters)
NBC 1 Chemical 500
Obs/NBC 1 Biological 500
Obs/NBC/Strike Warning Nuclear 1000
Obstacle Position Enemy Aircraft 5000
Obstacle Position Enemy Formation 4000
Obstacle Position Enemy Field Fortifications 1500
Obstacle Position Enemy Multiple Rocket Launcher 4000
Obstacle Position Enemy Air Defense Artillery 4000
Obstacle Position Enemy Assembly Area 4000
Obstacle Position Enemy Buildings 1500
Obstacle Position Enemy Equipment 4000
Obstacle Position Enemy Command Center 1500
Obstacle Position Enemy Supply Dump 1500
Obstacle Position Enemy Rocket Missiles 4000
Obstacle Position Enemy Vehicles 4000
Obstacle Position Enemy Armor Combat 4000
Obstacle Position Enemy Artillery 4000
Obstacle Position Enemy Mortar 8000
Obstacle Position Enemy Weapons 1500
Obstacle Position Enemy Personnel 1500
Obstacle Position Enemy Unknown 4000
Obstacle Position FireMission 600
Obstacle Minefield Anti-Personnel 500
Obstacle Minefield Anti-Tank 500
Obstacle Minefield Mixed 500
Obstacle Minefield Unknown 500
Obstacle Chemical Nerve 500
Obstacle Chemical Blood 500
Obstacle Chemical Blister 500
Obstacle Chemical Choking 500
Obstacle Booby Traps 500
Obstacle ABATIS 500
Obstacle Craters 500
Obstacle Anti-Tank Ditch 500
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Table 3. Types of Danger ZonesySafety Radius—Continued

M essage Type Type Of Danger Zone Safety Radius(Meters)
Obstacle FASCAM 500
Obstacle Bunker Strong Point 1500
Strike Warning Conventional 1000
Threat Warning NBC 500
Threat Warning Anti-Aircraft Artillery 4000
Threat Warning Aircraft 10000
Threat Warning Airto Air Missile 10000
Threat Warning Surfaceto Air Missile 1500
Threat Warning Surfaceto Surface Missile 10000
Threat Warning Air to Surface Missile 15000
Threat Warning Unknown 4000
Other SA Toals.

Map Center On Functions.

Map " Center On" Functionsallow the user to center on own platform, afriendly platform, an observed position, ageo-referenced
icon or apre-defined map location. Operators can select the details for an entity and display the hook box associated with the
icon FBCB2 is equipped with an "Auto Center" capability which keeps the platform’s ownicon at the center of the FBCB2
display screen. Thefollowing are other “Center On” options:

1. Center on Friendly allowsthe user to center on any selected platform. If collapse/expand is active, usersare ableto

center onthe COM of the unit. See Figure: Center on Unit Platform.
2. Center on Observed alowsthe user to center on SPOT reportsor ASAS reported positions.
3. Center on Air allowsthe user to center on Air Tracks as provided by the FAAD system.
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Center On Unit Platform

Center on Location isatool the user can apply to focus on aspecific location or grid coordinate on the map. The user may use
thistool to center onagrid coordinate or from apick list of pre-defined locations. FBCB2 has several default locationsavailable.

Userscan add to, delete from, or modify the existing |ocation on the pre-defined list. See Figure: Center on Location.
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Center On Location

Terrain Index Reference System (TIRS).  Themap "Center On" function is used to create the Terrain Index Reference
System (TIRS). To create the TIRS users must add TIRS locations as follows:

1. Select"Map Tab".

2. Select"Center Tab"

3. Select"Location Tab"

4. Select "Edit Location"
a. Inthe "Group Name" text box add "TIRS"
b. Under "Location Label" put the numbered TIRS (i.e., TIRS 100) from the OPORD and select okay.
c. Add the grid location from the OPORD or select the location by "clicking" on the map.

Addto an overlay by selecting message, create overlay. Scroll down to " Current Operations" and select object, 2525B, Tactical
Graphics Fire Support, point single target, add, named: select the correct TIRS from the named location, okay, edit, labelstab,
additional info, ok, close. Save as TIRS by mission name or number.

TheHook Function. The Hook Function allows the user to retrieve detail ed information on the status of any icon, whether
friendly, enemy or geo-referenced by selecting the icon on the screen. See Figure: Hook Function. Individual or multipleicons
can be hooked using the " Grab" button. The dialog box then allowsthe user to cycle through theicon details.
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TheStatusFunction.  The Status Function allowsthe user to quickly seethe number of friendly and observed platformsand
showsthe status of the SA/C2 server and the server net. See Figure: Status Function.
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TheLineof Sight Function.

TheLine of Sight function allows usersto select astart point "S' and an end point "E" on the

map. The area between these 2 pointsis depicted graphically in range and elevation. See Figure: Line of Sight. The user can

specify the units of measure depicted for the range and elevation, i.e., Kilometers, Meters, Yards, Feet etc.
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TheCircular Lineof Sight Tool.  TheCircular Lineof Sight tool allowsthe user to view on the SA map acircular represen-
tation of an areafrom acenter point out to an established range. The system usesthe color yellow to represent the center point

and range fan; it usesanon-shaded areato represent theline of sight and red curved linesto represent abreak inthe Line of Sight.
See Figure: Circular Line of Sight.
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Periodic Reminders. With the Periodic Reminders function users can create reminders (audio and/ or visual) to alert
themselvesto perform time sensitive actions (send reports, make radio checks, etc.). Users can create once only, daily, weekly,
monthly or "floating" reminders. Thetime set in the Periodic Reminder isalways Zulu time. Thevisua alert isautomatically
displayed on the screen. The audible alert isin the form of abeeping sound designed for users equipped with Combat VVehicle
Crewman’s (CVC) helmets. Selecting "List" can preview aconsolidated list of the platform’ s Periodic Reminders.

Navigation Function. The Navigation function provides anavigation tool that is excellent for platoon or company size
element moves. It canalso beused for vehiclestravelingindividually to asupply point or link up point. 1t enhancesthetraditional
strip map or overlay serialsreceive prior toamove. Theroute can be plotted on the FBCB2 screen with waypoints (checkpoints)
enroute. The screen displaysthe route and the platformicon asit travel sthe route. The optimal use of thistool isduring limited
visibility moves. Theroute, onceitisdrawn, can be sent to other platforms. Thereceiving platformisnotifiedin the FIPR aswith
any other message. Once opened the routeis saved in the navigation tool and can be accessed through “F7 Apps’, create, pull
down, and select the route. The name given the route by the originator isthe same hame the route is saved as, in the navigation
application.

DIFFERENCES IN PLATFORM SA DISPLAYS AND ICON COUNTS

Different Icon Counts. Thefriendly icon count can be different on various screens. This can occur for any one or a
combination of reasons:

1. Disruptioninradio communications (EPLRS, SINCGARS)
a. SINCGARS Voice / Data competition.
b. Communications links broken (updates interrupted).
(1) Out of Range.
(2) Interference.
(3) Mechanical Failures.
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2.  GPSTime Synchronization at computer bootup.GPS supplies computer clock at bootup. Large deltain time stamps of
position reports can result in data being dropped.
3. System Design Parameters.
a. SINCGARS nets protected against overloading from EPLRS nets.
b. Each echelon gets only SA within defined boundaries.
(1) Unit location plus several kilometer envelope.
(2) Echelon.
(3) (2UP/ 2 Down + Adjacent).
c. EPLRS nets do not have similar overload protection
4. User Filter Settings.
a. Data Type of Dimension (friendly, enemy, air, ground).
b. Currency (current, stale, old).
c. Unit Type (Infantry, Medical, Support, etc.).
d. Echelon (PLT, CO, BN, BDE).
e. Collapse - Expand.
5. Other
a. Time of Operation.
b. Timerequired to collect full SA picture, and Hosts connected to the network may reflect older data.
c. Influences of other network systems.
d. Data distribution rules within TOCs.
6. SA datareceived.
a. Disruption of Radio Communications.
b. GPS Time Synchronization.
c. System Design itemmeters.
7. Currency settings (stale, old, purge) settings.
a “Old” ICONS are not included in the count.
b. Users can individually adjust these settings
8. SA notification cycle
a Screen refresh rate set to 15-second intervals.
b. Refresh intervals are not synchronized between machines.
9. Reporting mode setting for self. If *off’ or "manual’ then others may not see your ICON but you areincluded in your
count.
10. SA Statusdialogisnot auto refreshed. Users must select the’ Refresh’ button to seethe latest counts.

Determine Good Data Ver sus Data Failure.

1. Display isaging data- sign of datafailure. Current to Stale, Staleto Old, icons being purged).
2. SA Countisdropping - sign of datafailure.

3. Continued increasein average age of friendly data- sign of datafailure.

4. Last heard timefrom SA distribution point is beyond 5 minutes

Determine The Most Accurate Data.

1. Friendly Average Age.In general, lower average age indicates recent updates; however it does not guarantee a better
picture.
2. Set OLD currency timer to minimum value (i.e., 10 minutes). Higher count of current icon count indicates recent
updates.
3. Determinethe accuracy of anindividual icon by hooking theicon and checking the DTG.
a. DTG updates on the display when next position report is received.
b. Indicates whether receiving SA updates on hooked platform.

END OF WORK PACKAGE
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OPERATOR MAINTENANCE
DIGITAL OPERATORS GUIDE
NSN NA, EIC NA

DIGITAL BATTLE COMMAND THEORY OF OPERATION

MILITARY DECISION MAKING PROCESS AND TROOP LEADING PROCEDURES

FBCB2 enhances the ability of commanders and |eaders to command and control tactical operations. The enduring principles
of doctrine remain intact. Sound tactical plans are the result of adisciplined application of Troop Leading Proceduresto
receive, plan, and execute amilitary operation. When commanders and |eaders understand the FBCB2 System capabilities,

its applications reduce the "fog of war", provide unambiguous communication, and establish atempo to operations the enemy
cannot withstand. Aswithall systems, operators must understand its capabilities and expl oit them. FBCB2 allowsthe user to see
therelationship of terrain, friendly forces and enemy forces (if they are acquired and reported). Fighting on adigital battlefield
requires mental agility that isacquired through redlistic digital training. FBCB2 provides Command and Control (C2) tools
that assist leadersin the decision making process. C2 dataisdefined asall dataother than SA. Below are some specific FBCB2
applicationsthat are available and are useful in the application of the Troop L eading Procedures.

Situational Awarenessisthe ability to maintain aconstant, clear mental "picture” of thetactical situation. This pictureincludes
an understanding of relevant terrain and of the relationship between friendly and enemy forcesin time and space. It also includes
the ability to correlate battlefield events asthey devel op.

For commanders and |leaders, situational awarenessis the key to making sound, quick tactical decisions. It allowsthem to
formlogical conclusions and to make decisions that anticipate future events and information. A critical benefit of Situational
Awareness on the part of all leadersisareductionin fratricide incidents. Situational Awareness also gives|eadersthe ability to
compress the time necessary to conduct troop-leading procedures. Thisiscritical when thereislimited timeto plan and prepare
for an operation.

FM VS DIGITAL COMMUNICATIONS

Commandersdo not rely on digital communications alone. Digitization does not eliminate the requirement for FM communi ca-
tions. The decision to use FM vs. FBCB2 depends on the situation and unit SOP.

Digital Messaging.
Thefollowing isarecommended list of digital messagesto be used at soldier, platoon and company level:

1. Transmitting graphics and orders when the situation allows.

2. Routinereporting such as personnel and logistical status or requests.

3. Enemy spot reports. (Itiscritical to pass spot reportsvia FBCB2 asthis creates an enemy icon transmitted network
wide.)

4. Planned Cadll For Fire (CFF) missions.

5. Digital NBC 1report. Thiscreates acontaminated areaicon across the network.

6. Obstacle Reports create an obstacleicon across the network.

FM Radio.

FM radio remainsthe primary means of communication after crossing the Line of Departure (LD) becauseit’smoreresponsive,
multiple stations can monitor the net and parties convey emotion during voice transmission —acritical tool in assessing and
understanding the battlefield situation. Light disciplinein night operations may dictate the use of FM communications. For
example, Brigade Calvary Troop soldiers may go to blackout FBCB2 operations and send SPOT reportsviaFM to avehicle
(usually the Troop CP which is stationary and postured to use the FBCB2 display while maintaining light discipline). The CP
could generate and manage FBCB2 SPOT reports based onthe FM SPOT reportsand updates. FM radio isrecommended asthe
primary means of communication for:

Initial contact/SPOT reports.

Coordinating operations when in contact or moving.

CFF on targets of opportunity; particularly moving targets.
Subsequent adjustment of fires on planned and unplanned targets.
Urgent MEDEVAC requests.

Enemy Air.

ok wWbNE
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GRAPHICS AND OVERLAYS
Creation And Transmission Of Digital Graphics.

Digital graphics provide excellent graphical control measures applied in battlespace management. Simplicity istherulefor
effectivedigital graphics. Simplicity reducesfile size, screen clutter, transmission time and the volume of digital traffic on the
Tactical Internet (T1). FBCB2 allows usersto create the echel on/type of the overlay as part of thefile name. When theoverlay is
created, the typeisdefined. For example:

gk wNPRE

Brigade level overlay should be created as"Higher Echelon 1".
Battalion or Task Force level overlay should be created as"Higher Echelon 2".
Company level overlay should be created as Current Operations.
Service Support overlay should be created as Combined Service Support overlay.
Normally, brigade requires TF operations overlays. Company overlays should be merged to create consolidated TF
overlays. Asstated previoudly, users should filter out graphics that may be duplicated in other overlays to reduce
clutter and transmission time. A recommendation for organizing overlay flow is:
a. Brigade sends their Higher Echelon 1 overlay to the TF.
b. TheTF opensthe overlay and savesit asthe same reference name and keepsit displayed on their screen.
c. TheTFcreatesaHigher Echelon 2 overlay adding their operations graphicsbut, prior to saving it, filters out the
graphics from brigade.
d. TFsavesitsHigher Echelon 2 overlay with abattalion reference name and sends both brigade and TF overlays
to the company Command Posts (CPs).
e. Company CP opens each overlay and saves it seitemtely.
f. Company CPloads both overlays using the overlay filter function, and keepsthem visible while building their
Current Operations overlay. Prior to saving the overlay (with acompany reference name), filter out both TF and
brigade graphics.
g. Company CP then sends its Current Operations overlay to the TF S3.
h. TF S3receives al the company overlays, consolidates them as one and sends it to brigade.
i. Brigade would have the TF overlays on the original brigade overlay.
By using this method, the overlays stay small and manageable. The size of thefileisimportant when sending over the
TI. Users may cal cul ate the size of the overlay while creating it by periodically checking and recalculating the size
of it onthe"Overlay Toolbox"; "Overlay Tab". Aswith any message, it is sent multicast if the overlay islessthan 1
megabyte, including the header. Users may find graphics easier to view with the background map color faded. Tipsto
consider when creating overlays/graphics are;
a. Create boundaries and Phase Lines as seitemte overlays.
b. Create "areas' (ATK POS, OBJs, etc.) as seitemte overlays.
c. Create seitemte CSS overlays (MSRs, TF Support Areas, Unit AAs, BSA).
d. Create Engineer Obstacle overlays.
e. Combined Supply pointsand Logistical Release Paints, which move frequently, as a seitemte overlay.
f. Create Attack graphics (Main Axis, Secondary Axis, etc.) as seitemte overlays.
g. Create any additional requirements/control measures as seitemte overlays.
Onceoverlaysarereceived in the FIPR queue, the recipient hasthe option to build one overlay from the components
or display them seitemtely and manage visibility viathe Filter button.
The brigade dictates how overlays and orders are named. Standard naming conventions reduce the time users spend
searching for specific messages or overlays.
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Graphic TipsFor Calculating Overlay Size.

All viewable overlay graphics become part of the overlay when creating or sending graphics. Duplication of boundaries, etc.,
in overlaysresultsin screen clutter and increases transmission time. For example, the Fire Support overlay should only display
targetsand critical control measures, and the Obstacle overlay should only display obstacles. Theonly recommended duplication
isadding the M SRsto the Ops overlay and the CSS overlay. Graphic Tips Quick Reference:

Table 1. Graphic Tips For Calculating Overlay Size

ITEM SIZE COMMENT

Date Time Group 4 bytes

M essage Header 17-18 bytes

Single Character (letter or number) 1 byte

Single Point Icon 21 bytes

Square 80 bytes

Straight Line 30 bytes Linelength does not affect size

Additional Line Points 7 bytes Adds 7 bytes per point to original line

Target Label Upto 21 bytes

Target Symbol 23 bytes 5 character al phanumeric designator
Boundaries.

Doctrinally, boundaries are used to identify aunit’sarea of operation and act asfire control measures designed to reduce the risk
of fratricide. The application of boundariesis changing asaresult of SA and digitization. Digital units may use boundariesina
more general way by not drawing them onidentifiableterrain. Thisgeneral method is easier when creating and sending overlays.
Unfortunately, it creates problemsfor unitson the battlefield in clearing and coordinating fires and positions. It can also create
problems for those units that do not possess FBCB2 and rely on traditional graphicsand FM communications. If simplified
line boundaries are drawn digitally, it isrecommended the OPORD or FRAGO provide moredetail. Example: provide rough
boundaries viathat overlay, then “spell it out” in the OPORD. Example: The northern boundary isthe international border, the
western boundary is highway 101; Phase Line DOG is Turnover Creek from the 24-39 gridline. The optimal solutionisto have
boundaries on identifiableterrain.

PhaseLines.

Digitization may affect thetraditional C2 use of phaselines. Phaselines are also used astriggersfor phasing operationsand for
position reporting. The utilization of phaselinesis especially critical for the C2 of unitsthat do not possess digital capabilities.
Company and platoon level elements should include phase lines on their overlaysif the BCT displaysthem in their graphics
and/or if they have elements without the FBCB2 System.

Terrain Index Reference System (TIRS).

TIRSisanumbered reference point associated with identifiableterrain. It isusually depicted asacross (tic mark) with anumber.
Someunitsuse TIRSinlieu of all other C2 graphics. TIRSisan effectivetool in digital units because thetic marksreduce screen
clutter and are easy to create and send. Fragmentary ordersthat use TIRS can be given clearly and quickly.

Color-Coding.

Current doctrine (MILSTD 2525B and FM 101-5-1/MCRP 5-2A) dictates what colors are used in depicting certain activities or
elements. The FBCB2 System hasavariety of colorsthat can be applied to graphicsto enhanceclarity. IAW FM 101-5-1 MCRP,
obstaclestraditionally are reflected in green and chemical contamination in yellow. Templates of enemy doctrinal locations
can be astandard color, such as purple, and the actual enemy forcesin red. Colors can be assigned to task forces, missions or
individual units. For example, the brigade may decide that BCT graphicsbein black, TF A graphicsin blue, TF B graphicsin
brown and TF C graphicsin orange. Color-coding should be standardized and included in the brigade and task force TACSOP.
Obstacle Overlays.

When amultiple point object obstacle overlay isreceived, it automatically poststo the user’ s map screen. Operators must open
the overlay from the incoming message queue to view the complete overlay. Obstacle overlays are different from Obstacle and
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Bridge Reports. Obstacle and Bridge Reportsare sent as SA. FBCB2 cal culates the center of mass of multiple point obstaclesin
thesereportsin order for them to be sent as SA.

UNIT TASK REORGANIZATION (UTR)

The FBCB2 System hasthe capability to re-task organize units, battalion size and lower, asthe mission dictates. Whenthe UTO
ischanged, the associated elements of the T1 are changed accordingly. The eventstriggering a UTO change should be addressed
in the OPORD and unit SOP. The Task Force TOC should send an FM alert, followed by afree text message, prior toaUTO
change. The S3 devel ops and the brigade commander approves anticipated different UTOs. The S-6 buildsthe UTOs. Listed are
thetimesrequired by the Tl for the UTO change to take effect:

Table 2. Unit Task Reorganization Times

ELEMENT RE-TASKED TO WITH IN TIME FOR TIME FOR OTHER-
KEYPLATFORMS PLATFORMS

Platoon Different Co Same BN/BDE 5 minutes 5 minutes

Company Different BN Same BDE 10 minutes 10 minutes

Platoon Different BN Different BDE 15 minutes 60 minutes

Company Different BN Different BDE 15 minutes 90 minutes

Battalion Different BDE Same Div 30 minutes 120 minutes

Re-Entering TheDigital Net.

OnceaUTO changeisdirected, all platformsreboot their FBCB2. Affected unitsand platforms must manually change FM
Hopsets asrequired. Thereisno need to change Radio Set Identification (RSIDs) on EPLRS equipped platforms. AsSFBCB2
reboots, it makesits own internal correctionsto appropriate message routing and database tables. Units should verify FBCB2
UTO fidelity by conducting C2 digital radio checks as explained below:

1. Platoon and below platformssend aFree Text commo check message to the gaining company CP. Thismessage should
be sent with aMachine Acknowledgement (MA). The MA does not require the operator to answer the message. The
sender automatically knows histraffic is reaching the correct addressee. In turn, the gaining company sends a Free
Text, MA, communications check messageto all platformsin the new command multicast group.

2. Eachplatformin acompany size element executing aUTO change performs adigital commo check, MA, withthe TF
assistant S3. The assistant S3 then sendsadigital Free Text message, MA, to al the platformsin the new command
multicast group.

3. TheS3remindsall usersto update their default addressing in their Fire Support Messagesto the correct AFATDS that
isnow supporting them. Otherwise, any Fire Support Messages are sent to the wrong address and are not processed.

RED SITUATIONAL AWARENESS MANAGEMENT

The FBCB2 SPOT report picture can be managed network wide. Once a SPOT report has been sent digitally, the originator or
usersassigned role accesslevel of 3 or 4 (for example: commanders, Scouts or MPs) can modify or delete the location of SPOT
reports. Itisimportant for originators of SPOT reportsto ensure subsegquent modifications to, or deletions of (if the enemy is
destroyed or contact lost) SPOT report locations are sent out digitally. Otherwise, the common red picture becomes cluttered
and misleading. Ideally, theinitial observer isresponsiblefor keeping thereport and it’ s associated icon updated until the enemy
iseither destroyed or "handed off" to another observer.

It isimportant to understand that the ASASintelligence picture adds to the existing enemy SA (already generated by the FBCB2
System) and could cause the screen to appear to have duplicates. To avoid this, the user has the option to display the FBCB2 Red
SA picture, the ASAS picture or both. Generally, before amission starts, the ASAS picture should be displayed. Thisprovides
acomplete enemy picture of the total battlespace. When amission begins, users should rely on the real-time FBCB2 SPOT
reports, asthey are more focused and timely. Unit SOP should be to display the FBCB2 SPOT reports and dictate pre-defined
times (or "on-order") to look at the ASASfeed for the correlated picture.

All Source Analysis System.

FBCB2 and ASASinterface asfollows:

1. First, FBCB2 sends ASASthe SPOT Reports.

0007 00-4



TB 11-7010-326-10-1 0007 00

N

ASAS sends an Observed Position Report to the Brigade Plans or Ops MCS.
The S2 at the TOC correlates the data with other information sources and producesthe Intelligence Overlay.

4. Theinterval inwhich ASASisreceived can be adjusted depending on the mission, enemy scenario, etc. Just aswith
“Own Platform Settings’, filters should be lengthened during enemy static operations and shortened during their
dynamic operations. This reducesthe burden onthe Tl while providing an accurate enemy picture. Filter settings
allow the user to turn the receipt of ASASreports on or off.

Note: ASAS operators must go into their Enemy Interoperability Destination screen and select toturn EBC onin order for EBC
to receivethe Red correlated picture. If thisdoesnot occur, FBCB2 users do not receive the correl ated Red picture. Recommend
ASAS users set their systemsto push the correlated Red picture every (1) minute or as determined by unit SOP.

w

TACTICS, TECHNIQUES, AND PROCEDURES (TTP)

Commanders use the capabilities of the FBCB2 System to enhance the operations of their organizations. The explanation of the
capabilities by specific operationsistoo broad in scope. The following examples should serve asfood for thought in developing
aunit-specificlist of TTPs.

Indirect Fire Planning.

No fire areas can be depicted by overlay to indicate where personnel or unitsare located that do not have FBCB2. An example
isadismounted L P/OP.

Theline of sight and circular line of sight tools can be used to plan observer locationsfor planned targets, named areas of interest
or targeted areas of interest. Once observers are on the ground they must confirm they can observethe assigned area.

Freefire areas can be depicted by overlay to inform personnel and units of their location. The Free Fire Areadoes not providean
alert or warning.

A Cdll for Fire can be prepared in advance of an anticipated event and assigned to the Quick Send button. When the event occurs
the sender insuresthe Call for Fireisstill correct or makes only the necessary corrections and then sendsit.

Time Distance Consider ations.

Through the use of the Route Tool one can plan aroute, and determine the time to traverse the route by selecting the desired
speed. This procedure does not substitute for aroute reconnai ssance.

Fire Control and Distribution.

FBCB2-equipped platforms can precisely pinpoint their own location and depict their sectors of fire. By using the circular line
of sight tool, platforms can depict dead spacein their sector of fire and plan the use of protective obstaclesand indirect fireto
cover the dead space or canalize the enemy into areaswhere direct fire can be employed. Identification of dead space must be
confirmed on the ground. Onceit is confirmed, dead spaceisincluded in the platform’ s sector of fire. Individual platforms send
their sector of fire sketch to their leader who can consolidate several sectorsinto a unit fire plan. The complete plan contains
the appropriate fire control measures the leader intends to implement. (Trigger lines, engagement areas, reference points,
alternate positions, etc.) The addition of observation points, obstacles, and indirect fire plans complete the unit’ sfire plan. The
consolidated plan is sent to higher headquarters and to subordinates.

Terrain Analysis.

Observation and Fieldsof Fireare analyzed using the Line of Sight and Circular Lineof Sight tools. The planner selectslocations
from where he wants to determineif there exists observation and fields of fire. Consider using 4x in order to be more precise

in selecting locations. The Line of Sight (LOS) Tool displaysterrain features, along asingle line, that are obstructions. The
Circular Line of Sight Tool analyzesterrain from asingle point to aradial distance selected by the operator. Withinthecircle,
areasthat are not observabl e are depicted with red curved lines. The Line of Sight tools consider only terrain features. LOS does
not identify vegetation or manmade features.

Cover and Concealment is analyzed using the same tool s and methods to determine observation and fields of fire.

Obstacles are identified using the Route tool. The Routetool identifies slopesthat are not trafficable based on the user’ sinput of
equipment capabilities. GO, SLOW GO, and NO GO terrain is determined based on the slope. Aswith the Line of Sight tools,
vegetation and manmade featuresincluding roads are not identified. Also keepin mind the slope calculationsare along asingle
line.

Key Terrainisidentified using the Line of Sight toolsin the same manner as described with observation and fields of fire. The
planner selectsterrain he thinks may dominate an areaand/or an avenue of approach.

0007 00-5



TB 11-7010-326-10-1 0007 00

Avenues of Approach are analyzed using the Navigation tool. Using the Navigation tool, "Analyze Route" button, the planner
determines observation and fields of fire along the entire route to a distance sel ected by the planner. The use of thistool can also
determine observation and fields of fire, cover and conceal ment, obstacles, and key terrain along the route.

Movement.

Simplicity, a Principles of War states, “ Prepare clear, uncomplicated plans and concise ordersto ensure thorough understand-
ing”. What once was complicated and difficult the FBCB2 System makes routine. Commanders can now plan moreintricate
operations that have more moving parts. The platforms and units have accurate near real time data on themselves and other
units. Commanders have the capability to accurately monitor the operation as awhole, rather than from the limitations of voice
communication and personal line of sight. The synchronization of movement and firesis now amatter of execution. Getting to
theright placeat theright timeismore achievablethan ever before. A planthat callsfor complex movement over great distances,
in adverse conditions and in coordination with other units, is possible rather than dismissed as being too difficult.

Reporting.

Routine reports can be prepared and saved with the proper addresseesin advance. They can then be updated and sent at the
appropriatetime. The periodic reminder toal is used to remind the user when areport isdue.

Road Marches And Assembly Areas.

The purpose of aroad march isto relocate rapidly, not to gain contact with the enemy. Road marches are normally conducted
using fixed speeds and timed intervals. Additionally Road Marchesinvolve moving long distances and normally culminatein
the occupation of an assembly area. Planning for aroad march includes the following:

Quartering party
A movement route
Control measures
Rate of march
Formations
Intervals

The Unit SOP establishesthe composition and size of the Quartering Party. Thefollowing are considerationsfor the employment
of the FBCB2 System in the accomplishment of quartering party tasks:

ok wdE

1. Route Reconnaissance: The quartering party digitally reports on the condition of theroute. It pinpointslocationsthat
may impede movement, sends graphics of bypasses, and edits the planned route to avoid chokepoints. The need for
TCPsisreduced if not eliminated.

2. Assembly Area: The quartering party identifiesindividual positionswith sectors of fire and sendsthem digitally to
themain body. Each platform receivesits position prior to reaching the assembly area. Once received each platform
addsalegto hisroute and movesinto position. The unit movesthrough the RP and occupiesits assembly areawithout
guides. The quartering party monitors the progress of the main body and isin position to receive the main body
without voice communication. Likewisethe commander isableto monitor the progress of the quartering party and
with confidence know if it is prepared to accept the main body. Without the need to provide guides, or areduction
in the need for guides, the quartering party can concentrate on other duties, such aslaying wire for communication,
reconnai ssance of the area, maintaining security, or setting up the Command Post.

3. Routescan beeasily, quickly, and accurately disseminated to al platforms. Movement Times can be cal cul ated based
on the rate of march. Commanders monitor progress of the operation without voi ce communication. Dueto enhanced
SA, open columns during limited visibility are feasible asare increased speeds. If desired, infiltration by smaller units
ispossible. Infiltration enhances security, deception, and dispersion.

Passage Of Lines.

A passage of linesis acomplex operation requiring close supervision, detailed planning, coordination, and synchronization
between the unit conducting the passage and the unit being passed.

Planning and Coordination: The stationary unit digitally sendsits operations, fire support, and obstacle graphicsto the passing
unit as soon as possible. Keep in mind that the passing unit may not be in the normal distribution of the stationary unit’s plans
and graphics. The stationary unit devel opsthe passage lanes by using the navigation tool and sendsthem also, so the passing unit
can disseminate them to their subordinate units. The passing unit may then plan its passage. However, face-to-face coordination
isstill critical. Agreement must be reached on exchange of control of the sector or zone, deception, communications, recognition
signal's, and exchange of combat information.
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Execution: The stationary unit must be able to identify each platform of the passing unit on the FBCB2 screen. This may
require achangein filter settings and the collapse/expand function. (Table 3) During coordination units exchange their FBCB2
proceduresto insuretheir own and friendly SA settings are compatible with each other. The headquarters ordering the passage
should do this, particularly if there are more than two units participating.

Collapse/Expand Function: The stationary unit and the passing unit adjust their Collapse/Expand Function to show the same
information. Thefunction isexpanded to show all the platforms of the passing unit. The functionis collapsed to show the center
of mass of the stationary unit at platoon level. This providesfor a complete picture of all of the passing unit’ s platforms and
reduces clutter on the screen.

Indirect Fire Support: Consideration should be giventoinitiating all callsfor fire with voice communication. The stationary
and passing units are monitoring each other’ s voice net and can readily clear or check fires. Thedigital cal for fireisathreaded
message, thusinvisible to the unit, not requesting fires. It is possible for the unitsto conduct aradio net join but this causes a
delay in communication once the battle handover takes place and the unitsreturn to their own net. If aradio netjoinisconsidered,
the unit that is assuming responsibility for the fight remains on its own net.

Table 3. Possible Admin And Filter Settings

ADMIN Stationary Unit Passing Unit Rearward Passage Forward Passage
Own Settings 30 Minutes/ 100 5Minutes/ 50 Meters
Meters
Friendly
Stale 60 Minutes 60 Minutes
Old 90 Minutes 90 Minutes
Purge 4 Hours 4 Hours
Observed
Stale 10 Minutes 10 Minutes
Old 30 Minutes 60 Minutes
Purge 4 Hours 4 Hours
Filters SA ALL ON ALL ON
Pre-Combat Checks (PCC).

Pre-Combat Checks (PCC) are acritical part of aunit’s combat readiness. PCC should be standardized and part of unit SOP.
Some suggested PCC for adigital unit are;

M essage folders established.

M essage address groups established

M essage addressing settings for all message types set (default settings should not be del eted).
Correct Friendly and Red Filter Settings.

Correct "Own Settings'.

Correct GPS, SINCGARS and/or EPLRSfillsand settings.

MEDEVAC Call Signsand frequency set in "Platform Setting Dialog Box".

Nogak~wdrE

END OF WORK PACKAGE
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MISSION DATA LOADER THEORY OF OPERATION

Description

The Mission Data Loader System (MDLS) provides commanders and staffs with the capability to distribute information to
FBCB2-equipped platforms via a ruggedized portable media, when distribution of that information over the lower tactical
internet is not feasible. The MDLS providesinterface between the Army Battle Command Systems (ABCS) and FBCB2. The
MDL S facilitates movement of mission data from the TOC down to platform level. MDLS provides the interface necessary
for data exchange among the various platform information systems. Mission dataincludesitems such as Signal Operating
Instructions (SOI), security passwords, digital terrain/map data, unit task organization data, operational orders, plans, overlays,
matrices, and graphics.

BRIGADE LEVEL
Initiate.

Asapart of normal operational planning, or upon receipt of Division/higher level orders, the Brigade Staff generatesan OPORD,
plans, graphics, and overlays in accordance with FM 101-5, Staff Organization and Operations. The Engineer Coordinator
(ENCOORD) managesthe digital terrain data storage device and provides appropriate digital terrain datato staff usersprior

to generation of overlays and appropriate graphics. The ENCOORD also generates and provides map set(s) to the S6 for
replication/duplication and distribution to subordinate and supporting units by means of the MDLS. The BDE S2 generates and
assigns passwordsto be provided to the S6 for inclusion in mission data. Respective staff sections utilize BFA/ABCS software
systemsto digitally generate orders annexes, overlays, matrices, and graphics.

Organize Package.

Respective staff functions devel op annexes, overlays, and graphicsin coordination with the BDE S3 and provide finished
productsto the S3in digital form. The BDE S3 consolidates input from respective staff sections, assembles and finalizesthe
entire OPORD/OPLAN with supporting graphics and overlays, and creates adownloadablefile.

Replicate.

The BDE S3forwardsthat complete downloadabl efile(s) to the BDE S6 for creation of amission dataset(s). The S6 determines
the number of Data Transfer Device/ Mission Data L oader (DTD/MDL) required. He al so replicates/duplicates those mission
data set(s) onto DTD/MDL for distribution to subordinate and supporting unitsin accordance with unit SOP, unit task organiza-
tion, and specific mission support requirements.

Distribution.

BDE S6 for gathersinformation to create mission data sets and the distributes data sets to subordinate elements. The S6 uses
the create device to devel op both administrative dataloads and operational dataloads. Administrative dataloadsinclude map
set data, password security lists, and SOI data, along with software patches and other administrative data. Operational data
loads include C2 messages, UTO, OPORDs/OPL ANs and supporting overlays, matrixes, and graphics. These two types of
mission dataloads may be distributed either simultaneously or separately depending upon the situation and unit SOP. With
final verification of mission datainput and tasking support from the S3, the S6 replicates/duplicates sufficient DTD/MDL
devicesto satisfy organi zational/mission needs. The S6 must consider the dispersion of FBCB2 throughout the organi zation
and the number of platforms. The S6 distributesthe finished DTD/MDL devices using secure couriers hand-carrying them for
downloading to each staff element, support unit, and appropriate supporting elementswithin the TOC and CP area. The S6 also
ensuresthat DTD/MDL devicesare provided to subordinate and supporting unitsin accordance with unit SOP, by secure courier,
LNO, runner, or hand-off to subordinate unit staff officers or commanders during orders briefings and/or meetings.

Unpackage/l nstall.

BDE S6 Couriers or LNOs hand-off DTD/MDL to subordinate battalion commanders, supporting unit commanders, or desig-
nated unit personnel. Designated personnel are responsible for ensuring that the DTD/MDL is used to download mission data
into each digital platform system.
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BATTALION LEVEL
Initiate.

Upon receipt of MDL S datafrom Brigade, Battalion Staffs edit information and create an appropriate subset for further distri-
bution to supporting and subordinate units. They generate OPORD, plans, graphics, & overlaysin accordance with, FM 101-5,
Staff Organization and Operations. Respective staff sections utilize BFA/ABCS software systemsto generate specific annexes,
overlays & graphics.

Organize Package.

Respective staff functions devel op annexes, overlays, and graphicsin coordination with the BN S3 section and provide finished
productsto the S3in digital form.

Replicate.

BN S3 consolidates input from respective staff sections, assembles and finalizes the entire OPORD/OPLAN with supporting
graphics and overlays, and creates adownloadable file. That file(s) isforwarded to the S6 for creation of mission data set(s).
The S6 determinesthe number of DTD/MDL required. He al so replicates/duplicates those mission data set(s) onto DTD/MDL
for distribution to subordinate and supporting unitsin accordance with unit SOP, unit task organization, and specific mission
support requirements.

Distribution.

BN S6isresponsiblefor distribution to the subordinate elements. With support and tasking support by the S3, the S6 distributes
the finished data sets using secure couriers who hand carry them to subordinate staff elements, units, and appropriate supporting
element within the TOC and CP area. The S6 also ensuresthat DTD/MDL are provided to subordinate and supporting unitsin
accordance with unit SOP, by secure courier, LNO, runner, or hand-off to subordinate unit staff officersor Commanders during
orders briefings and/or meetings.

Unpackage/Install.

Couriers hand the DTD/MDL off to subordinate company commanders or designated unit personnel for download and installa-
tion of mission datato FBCB2/I C3 systems on each platform.

COMPANY LEVEL

The company commander or his designated representative accept DTD/MDL from the Battalion S6 and facilitate mission data
transfer to the Commander’ sindividual FBCB2/Integrated Command, Control, and Communication (IC3) system, and other
company level digital systems. Edited DTD/MDL dataisalso provided to subordinate platoon |eaders or their representative to
facilitate rapid downl oading of appropriate mission datato individual platform level.

PLATOON LEVEL

The platoon leader or designated representative accepts DTD/MDL from the company level representative and usesthe
DTD/MDL to transfer mission datainto each platoon level, platform mounted, FBCB2/IC3 system. The designated repre-
sentative hooks up the DTD/MDL to the FBCB2/IC3 platform and downloads/installs each product set into the appropriate
operational area. DTD/MDL hardware must be provided security at al times and returned to the company point of contact
to facilitate further downloading of mission datainto other platoons level digital systems and/or return to the company level
representative.

SECURITY

Mission datain the DTD/MDL must be handled as classified material at all times. The BDE and BN S2s must verify users of
mission datarunning in the secret mode have appropriate security clearances and are authorized access. Positive control must be
maintained over DTD/MDL device throughout the entire organization, replication, distribution, and unpackaging process. All
DTD/MDL arereturned to the generating staff element to ensure accountability and availability for future mission dataloads.

END OF WORK PACKAGE
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SYSTEMS SECURITY THEORY OF OPERATION

OPERATIONS SECURITY (OPSEC)
Thisisan outline of security considerationsfor FBCB2. Detailed proceduresarein the various Army Regulations.

1. Maintain security-conscious users by practicing their operations security procedures as noted in the Security Manual/
Standing Operating Procedures and FBCB2 Security Policy Manual procedures.

2. Ensureall personnel using FBCB2 are identified, have alegitimate need-to-know (NTK), and have aproper security
clearance.

3. Provide security training and awareness programs |AW AR 380-19.

PHYSICAL SECURITY

1. Thephysical security foundationsfor the FBCB2 include lock and cable application to secure the Display Unit (DU),
Hard Disk Drive Cartridge (HDDC), and the Computer Unit (CPU) to various vehicles.

2. Control toughbook laptopsand DTD/MDL storage medial AW AR 380-19 and local SOP.

3. Inventory and account for hardware components IAW AR 190-13 and AR 190-11.

SOFTWARE SECURITY

1. Installing the FBCB2 software is the process of downloading the operating system and the supporting FBCB2
applicationsonto the FBCB2 HDDC. It isaprivileged function of the FBCB2 Configuration Manager. Thisprocessis
performed only from the authorized |oad media as delivered from the Material Developer’ s organization.

2. FBCB2 operatesat aSystem High Level (SHL) of either SEVERET (S) or UNCLASSIFIED (U). When initialized
from load media, FBCB2 operates at U. Before FBCB2 operationally to processes classified Command and Control
(C2) datathe SHL must be changedto S.

3. Changingthe SHL from U to Sisaprivileged, offline Session Manager mode available only to Special Accessusers
viathe System Administration function.

DOCUMENT AND MEDIA SECURITY

1. Classified documentsarelabeled and secured IAW AR 380-5 and AR 380-19.

2. Classified FBCB2 HDDC, DTD/MDL storage media and toughbook laptop RDD are labeled and secured IAW AR
190-51, AR 380-5 and AR 380-19.

3. Containersthat arein accordance with the requirements of AR 380-5 should be used for movement and storage of the
removable mediathat may contain classified information.

4. The"Destroy FBCB2" button isused to prevent FBCB2 compromise.

PERSONNEL SECURITY

In accordance with the principle of "least privilege", accessto the FBCB2 is controlled and limited to individual s having the
proper security clearance and /or need to know. All personnel having accessto the FBCB2 whilein the SECRET high mode and
aSECRET UAL must have at least a SECRET level security clearance.

COMMUNICATIONS SECURITY (COMSEC)

1. COMSEC requirementsare detailed in AR 380-19, the Security Classification Guide and the FBCB2 V 3.4 Software
Message Security Procedures TTP.
2. FBCB2 rejects messages when:
a. Security classification of message exceeds the user NTK.
b. Message not addressed to URN the system configuration.
Unclassified Users can only access Unclassified and not mark messages as Classified.
Secret Users can create and remark Unclassified and Secret messages.
FBCB2 clears message | ogs, queues, and user message folders when reconfigured from Secret to Unclassified.

ok w
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6.

FBCB2 responds to authentication requests from INC/Router and does not communi cate with host that fails.

INCIDENT RESPONSE

Noas~wWDE

8.
9.

Report any loss, intrusion or security breach below to SO 1AW local SOP.
Any unauthorized access/attempt to access.
Abnormal system responses.
Inconsi stent/incompl ete security markings.
Malicious software interference
Countermeasures detection system aerts.
Receipt of K00.3 VMF security message. K00.3 Security M essages are generated when:
a. A user has 3 unsuccessful consecutive login attempts.
b. Loca FBCB2 disable has been initiated by the user
c. Change in user access level had been initiated.
d. A user successfully re-authenticates at aremote FBCB2 for aremote user re-authentication request initiated by
the SO.
e. A user fails to re-authenticate within the re-authentication time out period.
f. A lockout at aremote FBCB2 isinitiated for a remote user lockout, initiated by the SO
0. A request for aremote FBCB2 disable, initiated by the SO, had been received at the remote FBCB2
h. A message has been rejected due to an invalid digital signature.
i. A digitaly signed message has been rejected due to an invalid security date time group.
j- Adigitally signed message has been rejected because the security address was not the receiving FBCB2 URN.
k. A digitally signed message has been rejected, in accordance with applicable IV MF Cases and Conditions.
Loss or damage of any FBCB2 component.
Loss or compromise of passwords

INDIVIDUAL SOLDIER RESPONSIBILITIES

HBOoooNok~wWDNER

0.
11.

Use passwords as directed by SO or FBCB2 administrator.

Follow proper password, and log in and log off procedures and guidelines.
Use only prescribed keystrokes

Follow directions and optionsin FBCB2 error and warning notices.

Do not attempt to bypass security features or gain unauthorized access.
Login ASAP at startup and after reconfiguration for accountability.

Do not leave FBCB2 unattended after login.

Report suspected or actual security breachesto SO or FBCB2 administrator.
Emergency removal of FBCB2 componentsis|AW local SOP.

Disable FBCB2 and zeroize radios IAW local SOPif overrun or before capture.
Destroy FBCB2 and DTD/MDL 1AW local SOP and TM 750-244-2.

END OF WORK PACKAGE
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MILITARY OPERATIONS ON URBAN TERRAIN THEORY OF OPERATION

CHARACTERISTICS OF URBAN WARFARE

Urbani zation impacts on military operations by adding the element of urban sprawl to the existing terrain complex. It does not
change basic tactical doctrine, but requiresthat commanders understand how these el ements may affect the capabilities of their
units, equipment, and weapons. Unlike deserts, forests, and jungles, which confront the commander with alimited variety of
fairly uniform, recurring terrain features, the urban battlefield is composed of an ever-changing mix of natural and manmade
features. Frequently, commanders of larger forces have unitsfighting on open terrain, on terrain within built-up areas, and on a
complex where these two distinct terrain forms merge.

Urban spraw!| expands the scope of the commander’ sterrain analysis and influences the organization and positioning of forces,
weapons employment, and maneuver. The dominant role of armor and mechanized infantry on open terrain is balanced by
the requirement to fight in the urban environment that favors the employment of infantry supported by other arms. Manmade
features dispersed in varying densities provide increased cover and concealment while frequently restricting observation and
fieldsof fire.

Fighting within abuilt-up areais characterized by athree-dimensional battle. In addition to fighting the enemy at street level,
fighting may also be conducted on roofs, in upper stories of buildings, below street level in sewer systems, subways, and other
underground structures. Assets and resources may berequired to deny, retain, secure, or monitor each dimension.

In combination, the general characteristics of urban warfare make it more difficult to apply basic tactical fundamentals and
maintain control. Military Operations on Urbanized Terrain (MOUT) requires detailed planning that providesfor decentralized
execution.

TERRAIN CONSIDERATIONS WITH FBCB2

A detailed terrain analysis of the urban area and surrounding terrain is vital to the success of any operationinaBuilt Up Area
(BUA) (see FM 34-130). Staff communications sections at every echelon must play an activerolein thisanalysis. The need

to communicate increases during MOUT, yet capabilities are often dramatically reduced due to the battlespace environment.
Digitized unitsare faced with the difficult problems of preserving Tactical Internet integrity and connectivity to ensure continued
flow of Situational Awareness (SA) and C2. Non-standard forms of communications such asaeria retrans platformsand smaller,
‘hands-free’ non-line of sight radios for dismounts can partially alleviate these problems, but digitized units may experience
difficulty in maintaining connectivity and full functionality of their ABCStools unless extraordinary steps are taken to assure
communications.

Once operations have commenced there are indicatorswithin the systemsif operators are experiencing loss of digital communi-
cations. Anindicationisthe FBCB2 System will be the fading (otherwise known as aging) of Friendly Situational Awareness. In
the FBCB2 platform the operators can set the reporting time for own platform aswell as aging filtersfor Situational Awareness
against these own platform settings. For operationsin BUA it is recommended that own position reporting timeisevery 2
minutes or 50 meters of movement. Further it isrecommended that SA Aging Filters be set asfollows:

1. Stae=5minutes
2.  0Old =10 minutes.
3. Purge=1hour.

These settings enabl e operatorsto rapidly determine if in fact they are experiencing Line of Sight problemsresulting in stale

or old Friendly SA. The destruction or damage of the system also resultsin stale or old Friendly SA. Be careful of assuming

if facts are not known asto why SA isgoing stale. Theimmediate action is, attempt to contact the stale platform with voice
communication (FM or Wire, if employed) then notify higher headquarters viavoice communicationsif thisisin fact occurring.
It isfurther recommended that prior to the onset of BUA operations that units have paper maps made available aswell asall
pertinent overlaysand orders, so that transfer to analog operationsis seamless and resultsin minimal confusion if loss of digital
communi cations occurs.

Commanders must also take into consideration offensive operations as opposed to defensive operations when dictating filters
settings. Commanders must keep in mind the likelihood of increased voice communication. When voice communication is
ongoing, digital communicationsis halted on the net. Also, voice communication may still be possible even though digital
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communication isdegraded. In defensive operations more reliance on wire communication increases the performance of the
digital net.

COMMUNICATIONS

Urban featuresincrease the difficulty of maintaining effective communications. Tactical radios, the backbone of command and
control networks, arelimited by range within built-up areas. Commanders must anticipate special challengesfor all communi-
cations operations. Built-up areas distort radio waves, and the limited availability of uncongested lines of communication, make
it difficult to move and install fixed station and multi-channel systems.

Frequency Modulated (FM) and Very High Frequency (VHF) radiosthat serve asthe principal medium for command and control
experience areduction in effectivenessin built-up areas. The operating frequencies and power output of the sets demand a
line-of -sight between antennas. Line-of-sight at street level isnot always possiblein built-up areas.

Amplitude Modulated (AM) High Frequency (HF) sets areless affected by the line-of-sight problem as operating frequencies
arelower and power output is greater. HF radios are not organic to the small unitsthat conduct the clearing operations. Thiscan
be overcome by retransmitting the FM and VHF signals.

SINCGARS operatesin the Very High Frequency (VHF) band and EPL RS in the UltraHigh Frequency (UHF) band. The prop-
agation characteristics of these frequency bandslimit these radiosto line of sight transmission. Additionally, these frequencies
impose aphysical limit on the bandwidth availableto carry data.

Both SINCGARS and EPL RS have been designed to provide an integral relay capability. SINCGARS, when used with an
Internet Controller Router, includes an intranet relay capability that extends dataranges. EPLRS provides up to fiverelayson
Multi Source Group (M SG) needlines and up to three on Carrier Sense Multiple Access (CSMA) needlines. EPLRS relays
must be participants on the respective needline, and capability to relay islimited by total radio capacity lessthat used by active
needlines.

Retransmission stationsin aerial platforms provide the most effective meansif they are available. Most likely, organic retrans-
mission sets haveto be used. The antennas should be hidden or blend in with the surroundings so they won't be landmarks for
the enemy to homein on. Water towers, existing civilian antennas, and steepl es can conceal them.

Wire can belaid whilefriendly forces arein static positions, but careful planning is necessary. Messages, orders, and reports
once passed over thelandline can be transferred into FBCB2 to insure proper SA and C2 is maintained.

The seizure or retention of existing communications facilities must be included in planning. Every effort should be madeto
prevent damage or destruction of thesefacilities. If thelocal telephone systemisalready in place and tailored to the city or town,
its use providesimmediate access to wire communications with overhead and buried cable. Thishelps overcome the problems
encountered with radios and provides a cable system less susceptible to combat damage.

FIRE SUPPORT

The urban battlefield does not changethefield artillery missions. Positioning iscritical because of mobility restrictions, limited
availahility of suitable areas, masking of firesby urban features, security, and enemy counter battery fire. Within built-up areas,
the direct fire role may take on added importance al ong with amore frequent use of the reinforcing mission. Field artillery and
close air support, unless carefully coordinated, may actually prove counterproductiveif collateral damage and rubbleresulting
from their employment impede subsequent maneuver. In addition, the requirement to preserve key facilities, such as civil
communications, for future use must be considered. Consideration may be given to disseminating no fire areasto all platforms,
or retaining the authority to call for firesat ahigher level. Retransmission of digital signals must also be considered.

The characteristics of built-up areas require that special consideration be given to the establishment and maintenance of FA
fire direction communication nets. Therange capabilities of FM radios, which depend on line-of-sight, may be significantly
reduced. Site selection for antennasiscritical. The use of relay stations or retransmission devicesisfrequently required in order
to maintain effective radio communication between Fire Integrated Support Teams (FIST) and fire direction centers. In many
cases, forces have to depend on the use of field wire netsthat are difficult to install and maintain.

ENGINEER

During MOUT, Divisional engineers may be attached in order to support dispersed maneuver elements (e.g., one engineer
company to each committed battalion, one platoon to each company, and a squad to each platoon). Frequently an engineer
company of acorpscombat engineer battalion assigned to the division reinforces adivisional combat engineer company. Proper
and timely task organizationiscritical. Thetime factor for units outside the supported organization are longer and SOPs be
unfamiliar to the supporting unit. For example, the new unit may not know of the requirement to conduct adigital radio check or
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filter settings. If the supporting unit does not have FBCB2, Commanders may want to consider acommand relationship rather
than a support relationship.

END OF WORK PACKAGE
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OPERATOR MAINTENANCE
DIGITAL OPERATORS GUIDE

MAINTENANCE AND SYSTEM SUPPORT

INITIAL SETUP:

MAINTENANCE AND SYSTEM SUPPORT

The FBCB2 maintenance concept isintended to mirror the Army Maintenance System. It is comprised of 4 levels: Operator,
Unit, Direct Support/General Support and Depot. Usershave multiple documentsavailableto assist in maintai ning and operating
the AN/UYK-128 (V). These are;

AN/UYK-128 (V) 1 & (V) 2 User’s Pocket Guide.
Unit Maintenance Manual.

Equipment Operators Manual.

System Administrators Manual.

Online SUM.

gkrowbdpE

PREVENTITIVE MAINTENANCE CHECKS AND SERVICES (PMCS)

The purpose of PMCSisto discover and correct any deficiencies, faults, or defects. This ensures problems are resolved before
serious equipment damage or failure occurs. Operators should conduct PMCSIAW TM 11-7010-326-10.

MAINTENANCE TIPS
Occasionally, FBCB2 does not transmit or receive data. Some common reasonsfor thisarelisted below:
"Red" StatusOn CommsAnd Or Router.

Usually thereason for thisisaloss of power to the INC. Check the cabl e connection between the INC and the radio. Make sure
the correct hard drive isinstalled.

No Voice Or Data Capabilities.

The SINCGARS radio must be within 3 seconds of the PLGR time for data or voice to pass. Remember, if thereisno voice
transmission, then there is no data transmission.

SINCGARS I sDegraded.

If SINCGARSisdegraded, the user isprobably on thewrong NET. Verify frequency with unit communications personnel.

SA Problems.

If the user can only see hisicon, EPLRS s probably onthewrong RSID. Verify the RSID with unit communications personnel.

SYSTEM CRASHES

On rare occasions the system may crash. |n most cases, the system automatically rebootsitself without the loss of SA dataor
savedfiles. Thesameistrueif the system locksup and the reset button is pushed. Asamatter of SOP, verify that no datawas|ost
(e.g. message address defaults, platform settings, filters, saved files, etc.).
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TROUBLESHOOTING PROCEDURES
Thefollowing describes troubleshooting procedures for the AN/UY K-128 (V) computer system.
General.

Troubleshooting tasks help the equi pment operator solve common problems and malfunctions. The troubleshooting tables list
common malfunctions found while operating or servicing the AN/UY K-128 (V) computer. The troubleshooting tablesin this
manual havefour columns; thefirst twoidentify aspecific symptom. When experiencing malfunctions go to the troubl eshooting
tables. Identify the problem by following the test or inspection steps. Test or inspection isthefirst step to isolate the problem.
Each test or inspection haslisted a corrective action to apply. The operator performs each test or inspection and corrective
actionin theorder listed. If the malfunctionisnot listed, or is not corrected by the corrective action, notify Unit Maintenance.
Remember; record all uncorrected problems, faults, or malfunctions on DA Form 2404.

Scope.

The purpose of limited troubleshooting is to isolate faults and to reduce the time the AN/UY K-128 (V) computer is non-
operational. Isolating the problem to hardware or software hel psto expedite the repair.

OPERATORS TROUBLESHOOTING

WARNING

Do not disconnect or connect any cabl eswithout first properly powering down the system and turning off
all power. Where applicable, always disconnect the ground cable last when disassembling and always
connect the ground cable first when assembling. Failureto comply may causeinjury to personnel or
equipment damage.

CAUTION
If the Circuit Breaker switch does not stay in the[ON] position when closed, do not attempt to close
it repeatedly. Closing the Circuit Breaker Switch repeatedly can create an overload situation causing

equipment damage. Notify Unit Maintenance if the Circuit Breaker Switch does not stay in the [ON]
position. Failureto comply with caution could result in equipment damage.

CAUTION

Donot slaveavehicle(i.e., useavehiclefor ajump-start) without first powering downthe AN/UY K-128
(V) computer systems on both vehicles. Failureto comply resultsin equipment damage.

Table 1. Troubleshooting Index

EQUIPMENT FAULT INDICATION CORRECTIVEACTION
AND/OR
FUNCTION
No power to DU control and LED indicators Pressdisplay BLK OUT LAMP, and pressagain if lightsdo
AN/UYK-128 (V) are dark. notilluminate. If system remainsdark refer to Table8-2 Step b.
computer.

DU red PWR LED ishlinking. Start Vehicle, and verify thegreen PWR LED isilluminated. If

thegreen PWR LED isnot illuminated, call Unit Maintenance.
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Table 1. Troubleshooting Index—Continued

EQUIPMENT
AND/OR
FUNCTION

FAULT INDICATION

CORRECTIVE ACTION

AN/UYK-128 (V)
computer isoperating
on PU battery power.

DU red PWR LED isilluminated
indicating PU is operating on
internal battery power.

NOTE

To saveyour data, perform
the proper shutdown.

Verify that the power cableis properly connected to J1 PWR
on PU. If PWR LED remainsilluminated red, then call Unit
Maintenance.

AN/UYK-128 (V)
computer failsto
switch to back-up
power with loss of
vehicle power.

DU red PWR LED is not
illuminated indicating PU is
not operating on internal battery
power.

Refer to Table 8-2, No.4.

DU of AN/UYK-128
(V) computer
indicates loss of

The GPS status gumball is coded
asR (i.e., red).NoteEnsure that
nothing isdirectly blocking the

Refer to Table 8-3.

both Date/Time Group | PLGR antenna.

(DTG) and platform

location.

M essage data not Comm Statusgumball isA (i.e., Refer to Table 8-3, No.1.
transmitted or amber) or R (i.e., red) and/or Icons

received.

arestae).

NOTE

Ensurethat system has had
enough time to enter the
network.

SINCGARS adio
problems.

SINCGARS radio statusis
Degraded, not receiving SA data,
or not receiving C2 messages.

NOTE

Applies only to those
platforms equipped with the
SINCGARSASIPradio.

Refer to Table 84, No.2.

SINCGARS radio statusisNo
Go, nor receiving SA data, or not
receiving C2 messages.

NOTE

Applies only to those
platforms equipped with the
SINCGARSASIPradio.

Refer to Table 84, No. 3.
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Table 1. Troubleshooting Index—Continued

EQUIPMENT FAULT INDICATION CORRECTIVE ACTION
AND/OR

FUNCTION

EPLRSradio EPLRS statusis No Go, not NOTE
problems. receiving SA data, or hot receiving

C2 messages.

Ensure that the EPL RS radio has had enough time to
enter the radio network.

LCNsindicate No Go or Not
Tested.

NOTE

Applies only to those
platforms equipped with the
EPLRSradio.

Refer to Table 84, No. 4.

CPU LED indicators
onDU.

Green LED isilluminated.Amber
LED isilluminated.

NOTE

Indicates degraded PU
speed due to elevated
temperature, but the PU is
operating.

Red LED isilluminated.

NOTE

Indicates a shutdown or
failure of the PU dueto
elevated temperature.

Operation is hormal .CPU ambient temperature isincreas-

ing.Verify that PU cooling fins are clean and not blocked or

obstructed in any way. Refer to Table8.5, No. 1 Stepa
NOTE

PU NSN 7021-01-475-0217 does not have cooling fins,
but surfaces must remain clear to radiate heat.

Shutdown the AN/UY K-128 (V) computer system immedi-
ately.Refer to Table 8.5, No. 2 Step a.

DISP LED indicators
onDU.

Green LED isilluminated. Amber
LED isilluminated.

NOTE

Indicates degraded PU
speed due to elevated
temperature, but the PU is
operating.

Red LED isilluminated.
NOTE

Indicates a shutdown or
failure of the PU dueto
elevated temperature.

Operation is normal.DU ambient temperature isincreas-

ing.Verify that PU cooling fins are clean and not blocked or

obstructed in any way. Refer to Table 86, No. 1 Step a.
NOTE

PU NSN 7021-01-475-0217 does not have cooling fins,
but surfaces must remain clear to radiate heat.

Shutdown the AN/UY K-128 (V) computer system immedi-
ately.Refer to Table 86, No. 2 Step a.
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Table 1. Troubleshooting Index—Continued

EQUIPMENT
AND/OR
FUNCTION

FAULT INDICATION

CORRECTIVE ACTION

Display Unit LEDs
and/or screen not
illuminated

LEDsdark and/or screenisblack.
Display Unit screenis dark but
LEDsareilluminated.

Display Unit touchscreen not
functioning.

PressBLK OUT LAM P button to verify that the screen isnot
in blackout mode. If not, refer to Table 86, No. 1.

Touch the DU screen to verify that it is not in screen saver
mode. If not, call Unit Maintenance.

Perform touchscreen calibration. If problem not solved, call
Unit Maintenance.

KU keysand/or mouse
incorrect operation.

KU keys nor the mouse operate
correctly.

Single keys(s) do not operate.
Missing or damaged keys.

Check cable connection from KU to DU, and hand tighten if
necessary. Reboot AN/UYK-128 (V) computer. If problem
still exists, call Unit Maintenance.

Select any text screen and try several keys, and call Unit
Maintenance if keys do not operate.

Call Unit Maintenance.

The AN/UYK-128
(V) computer system
failsto boot-up.

DU screen displaysthefollowing
message: INIT: Command is
respawningtoo rapidly. Check
for possibleerrors.

Computer fails to boot-up to
Session Manager screen.
Computer continuously
reboots/locks up, indicating a
possible PU fault.

Refer to Table8.99No. 1 Stepa.

Reboot the system. If computer does not boot to Session
Manager screen, call Unit Maintenance.

Reboot computer according to established orderly procedures,
but if unsuccessful refer to Table8.99, No. 3 Step a.

Internet Controller
(INC).

Router file (F5 Status) indicates
PPPNO GO.

Perform the clear INC procedure according to Table 8. 9
NOTE

It may be necessary to repeat the procedure three or four
timesto clear the INC.

Problem solved. If not, refer to Table 84, No. 1 Step b.
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Table 2. Power Troubleshooting

computer isoperating
on PU battery power.

NOTE

DU red

PWR LED
isilluminated
indicating PU
isoperating
on internal
battery power.
To saveyour
data, perform
the proper
shutdown.

No. | Symptom Test or Inspection CorrectiveAction
1 No power to a. Pressdisplay BLK OUT LAMP, press al System lightsup - problem solved
AN/UYK-128 again if lights do not comeon (i.e., do not a2 System remains dark - continue with next
(V) computer.(DU illuminate). step
control and LED b. Pressdisplay FCN and BRT + buttons b1 LEDslight up - problem solved
indicatorsaredark.) | severa times. b2 LEDsremains dark - continue with next
¢. PressDU PWR button for up to 4 seconds. | step.
d. Verify W1 and W2 cables are properly c¢.1 System lights up - problem solved.
connected. .2 System remainsdark - continue next step.
e. Reset PU circuit breaker / switch. d. Continue next step.
f. Pressthe DU PWR button for upto 4 e. Continue next step.
seconds. f.11f thegreen PWR LED lightsup - problem
g. Check for specific platform(s): (if your solved.
platformisnot listed, proceed with step h.) f.2 System remains dark - continue next step.
gl. M1068/M113M934/M 1097 check 0.1 Retry pressing AN/UYK-128 (V) DU
SINCGARSASIPfor power. PWR button for up to 4 seconds (or until the
0.2 Tracked Vehicles. Verify MCS System green LED isilluminated). Green PWR LED
switch is set to one of the three program lights up - problem solved. If not, proceed to
settings. Step h.
g.3 Paladin — Verify Master Power switchis | g.2 Retry pressing AN/UYK-128 (V) DU
set to the ON position. PWR button for up to 4 seconds (or until the
h. Start vehicle. Repeat Steps athrough g green LED isilluminated). Green PWR LED
above. lights up - problem solved. If not, proceed to
Step h.
0.3 Retry pressing AN/UYK-128 (V) DU
PWR button for up to 4 seconds. If the green
PWR LED lightsup, problem solved. If not,
proceed to Step h.
h. If thegreen PWR LED lightsup, problem
solved. If not, call Unit Maintenance.
2 AN/UYK-128 (V) a. Verify that power cable connected to J1 a.l Yes - continue with next step. No - call

PWR on PU

b. Verify vehicle does not have a power
problem

c. Set SINCGARS VAA Power CB1 switch
to ON and the RS function switchto STBY or
ON.

d. Verify that vehicle switches/ circuit
breakersare set to ON.

Unit Maintenance.

b.1 Vehicle power showsamber. Start vehicle
—problem solved. If not, continue.

b.2 SINCGARS ASIP radio has power —call
Unit Maintenance. If not, continue with Step
C.

.1 SINCGARSASIPRT display lights—call
Unit Maintenance.

¢.2 SINCGARS ASIPradio system has no
power —continue. with next step.

d.1 Vehicle switches/ circuit breakers are set
OFF - set them ON —repeat Step 2c.

d.2 Vehicle switches/ circuit breakers are set
ON —call vehicle maintenance.
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Table 2. Power Troubleshooting—Continued

(V) computer
indicates|oss of both
Date/Time Group
(DTG) and platform
location. The GPS
status gumball is
coded asR (i.e.red).

Screen.

No. | Symptom Test or Inspection CorrectiveAction

3 DUred PWR LED is | Start vehicle. If the green PWR LED lights up, problem
blinking. solved. If not, call Unit Maintenance.

4 AN/UYK-128 (V) Open PU accessdoor and verify battery status | Charge battery, problem solved. If not,
computer failsto on battery tray/battery box. call Unit Maintenance for the following
switch to back-up NOTE conditions:
power with | oss of PU NSN 7025-01-474-3793, code 05 is
vehicle power. For PU NSN 7025-01-474-3793, press d|sp| ayed

the diagnostic button on front of battery PU NSN 7025-01-475-0217, less than three
tray twice. LCD barsdisplayed.
NOTE
Before proceeding with the stepsin Table 3, check to ensure that nothing isdirectly blocking the PLGR
antenna. Remember that PLGR receptionisLine-Of-Sight (LOS). If LOSisblocked by buildings, trees,
or elevated terrain reposition to a better location.
Table 3. Loss Of Date/Time Troubleshooting
No. | Symptom Test or Inspection CorrectiveAction
1 DU of AN/UYK-128 | a Select F5 Status... button onthe OpsMain | a. Open GPS folder and check Time,

Position, and Heading status. If any one of
thethree display aGo status, proceed to Step
c. If al areNo Go status, proceed to Step b
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Table 3. Loss Of Date/Time Troubleshooting—Continued

No. | Symptom Test or Inspection CorrectiveAction

2 b. PLGR indicatescorrect DTG and location. | b.1 Shutdown AN/UY K-128 (V) computer
and set circuit breaker/switch to OFF.b.2 b.3
b.4b.5b.6b.7b.8b.9
b.2 Ensure PLGR has an almanac age of
at least 3 days, aTFOM of 5 or less, and a
FOM of 4 or less. IF not, proceed to step c. If
correct, continue.
b.3 Shutdown PLGR.
b.4 Check W3P serial interface connection to
PLGR 2. If loose, hand tighten cable.
b.5 Check remote PLGR antenna cable
connection to antenna. If loose, tighten cable.
b.6 Startup the PLGR.
b.7 Set circuit breaker/switch to ON and
startup AN/UY K-128 (V) compulter.
b.8 After startup, AN/UYK-128 (V)
computer indicatestime/location — problem
resolved.
b.9 After startup, AN/UYK-128 (V)
computer does not indicate time/location
—call Unit Maintenance.

3 ¢. PLGR doesnot indicate correct DTG and | ¢.1 Ensure PLGR is setup properly (e.g.,
WARNING 1 caion. Setup mode: CONT, SV-TYPE:; ALL-Y,
PLGR battery SETUPUNITSL/LDMS). If not, apply
may leak or correct settings — problem solved. If not,
explodeif it continue with next step.CautionDo not
remainsinside connect or disconnect any cableswith the
PLGR when PLGR or the Processor Unit (PU) turned on.
the external Failure to comply may result in equipment
power cable damage
is connected. ¢.2 Shutdown AN/UY K-128 (V) computer
Remove and set circuit breaker/switch to OFF.
battery prior to ¢.3 Shutdown PLGR.
reconnecting ¢.4 Remove PLGR from its mount.
power cable. c.5 Disconnect power cable, antenna cable,
Failureto and serial data cable from PLGR.
comply may c.6 Install battery in PLGR (see WARNING).
resultininjury c.7 Position PLGR outside of platform.
to personnel c.8 If PLGR indicates correct DTG and
or damageto location, then problem with platform antenna
equipment. or antennacable—call Unit Maintenance.

¢.9 If PLGR does not indicate correct DTG
and location, then problem iswith PLGR -
call Unit Maintenance.

¢.10 Remove battery from inside of PLGR
and reinstall PLGR back on its mount (see
WARNING).
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NOTE

Before proceeding with the stepsin Table 4, check to ensure that nothing is directly blocking the
EPLRS or SINCGARS antennas. Remember that both EPLRS and SINCGARS ASIP reception are
Line-Of-Sight (LOS). If your vehicleispositioned where L OSisblocked by buildings, trees, or elevated
terrain, your platform may need moveto abetter location.

NOTE

The Comm Status gumball may be coded as A (i.e., amber) if you arethe only onein the net. If your
Unit/Roleisgeneric or incorrect, the Comm Status gumball may be coded as G (i.e., green) and you will
not receive your own Command and Control (C2) messages.

Table 4. Loss of Connectivity Troubleshooting

No. | Symptom Test or Inspection Corrective Action
1 M essage data a. Select the F5 Status... button | a.1 Open L ocal Comm folder and check router status. If router
not transmitted | onthe OpsMain Screen. status shows Degraded or No Go, open router folder.
or received. b. Router fileindicates PPP status | a.2 Proceed to Step bif PPPisNo Go. Proceed to Step 2 if
Comm Status of NoGo SINCGARS statusis Degraded
gumball isA NOTE .a3Proceed to step 3if SINCGARS statusisNo Go. Proceed
(i.e., amber) toStep 4 if EPLRS statusisNo Go
orR(i.e., red) Stepb is used to check the .b.1 Open Router file and verify PPP status. If PPP statusisNo
and/or consare | Internet Controller (INC). Go, proceed to b.2. If PPP statusis Go, proceed to Step 2.
stale). b.2 Verify W3 is properly connected to J6 connector on the
NOTE INC. If properly connected, continuewith b.3. If not, shutdown
INC and AN/UYK-128 (V) computer. Reboot INC and
Ensure AN/UYK-128 (V) computer. Wait 2 to 3 minutes - problem
that solved. If not, continuewith b.3
system .b.3 Perform procedureto clear INC (refer to Table 8). Problem
has had solved. If not, call Unit Maintenance.
enough
timeto
enter the
network.
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Table 4. Loss of Connectivity Troubleshooting—Continued

No. | Symptom Test or Inspection Corrective Action
2 SINCGARS a. Expand the SINCGARSfileto | a. Proceedto Step b for Interface Degraded status, Step ¢ for
radio statusis show Interface, Net ID/Frequency | Net ID/ Frequency No Go status, and Step d for Packet mode
Degraded or and Packet mode status. No Go status. If al indicate Go, proceed to Step e bel ow.
not receiving b. SINCGARSfile Interface b.1 Ensurethe SINCGARSASIPisin channel one. Check W4
SA dataor C2 | statusisDegraded. to ensurethat cableis properly connected to the corresponding
messages. c. SINCGARSfile Net connector (i.e.,, R/T Radio A to Data A connector on INC). If
NOTE ID/Frequency statusisDegraded. | not, correct and verify status— problem solved.
SINCGARS Packet file statusis | b.2 Check Julian date/time and frequency settings of R/T radio.
Applies Degraded. If incorrect, set correct date/time and frequency and verify
only to e. Check COMSEC |oad. status — problem solved.
those f. Check radio(s) antenna(s) b.3 Perform voice check. If unableto communicate, proceed to
platforms for damage and placement. step f.
equipped (Antennas should not be stowed, | b.4 If Julian date/time and frequency correct, call Unit
withthe or tied down.) Maintenance.
SINC- c. Check Admin/Local Settings to ensure hopset matches
GARS hopset on SINCGARSASIP,
Aai! P d.1 Check SINCGARS ASIP setup (e.g., chan 1, Cipher Text
radio.

(CT), frequency hop, Packet Mode (PCK T), frequency). If
not properly setup, apply correct settings and verify status—
problem solved.

d.2 R/T radio setup properly, proceed.

e.llf afill isneeded, load COMSEC Crypto per SINCGARS
TM™M.

e.2 If COMSEC load isgood, proceed to Step .

f.1 Untie antenna(s) and recheck system for data transmit/
receive capability. If OK, problem solved.

f.2 Antenna(s) damaged or up and in good condition. - Call
Unit Maintenance and report conditions.
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Table 4. Loss of Connectivity Troubleshooting—Continued

No. | Symptom Test or Inspection Corrective Action

3 SINCGARS a. Expandthe SINCGARSfileto | a. Proceed to Step b for Interface No Go status, Step ¢ for Net
radio statusis show Interface, Net ID/Frequency | 1D/ Frequency No Go status, and Step d for Packet mode No
No Go. and Packet mode status. Go status. If all indicate Go, proceed to Step e bel ow.

NOTE b. SINCGARSfile Interface b.1 Check W4 to ensure cable is properly connected to
statusis No Go. corresponding connector.
Applies c. SINCGARS file Net b.2 Check Admin/Local Settingsto ensure the correct radio set
only to ID/Frequency statusisNo Go. up (i.e., FBCB2 System displays either Radio A or Radio B).
those d. SINCGARS Packet filestatus | b.3 Ensurethe SINCGARSradio isin packet mode.
platforms isNo Go. b.4 Check Julian date/time and frequency settings of R/T radio.
equipped e. Check COMSEC load. If incorrect, set correct date/time and frequency and verify
withthe f. Check radio(s) antenna(s) status — problem solved
SINC- for damage and placement. b.5 If Julian date/time and frequency correct, call Unit
GARS (Antennas should not be stowed, | Maintenance.
ASIP or tied down.) c. Check Admin/Local settings to ensure hopset matched
radio. hopset on SINCGARSASIP.
d.1 Check SINCGARS ASIP setup (e.g., chan 1, Cipher Text
(CT), frequency hop, Packet Mode (PCK T), frequency). If
not properly setup, apply correct settings and verify status—
problem solved.
d.2 R/T radio setup properly, proceed.
e.lIf afill isneeded, load COMSEC Crypto per SINCGARS
TM™M.
e.2 If COMSEC isgood, proceed to Step f.
f.1 Untie antenna(s) and recheck system for data transmit/
receive capability. If OK, problem solved.
f.2 Antenna(s) damaged or up and in good condition. - Call
Unit Maintenance.

4 EPLRSstatus | a. EPLRSstatusLCNsindicate | alEPLRSAlarm lightand OUT OF NET light illuminated.
isNo Goor NO Go or Not Tested Check to ensure COM SEC iskeyed. If not, call Unit Mainte-
not receiving NOTE nance.

SA dataor C2 a2 EPLRSOUT OF NET light blinks once every second (i.e.,
messages. Ensure that EPL RS has had cannot find network), Check to ensure antennais connected.
NOTE enough time to enter the Check to ensure that COMSEC is keyed. Perform test with
radio network. URO to verify that an @S (or an @C) isreturned. If @0
Applies displayed, call Unit Maint.
only to a3 EPLRSOUT OF NET light blinks once every 4 seconds
those (i.e., unitis caught in track net), recycle EPLRS power. If
platforms blinking light stops, problem solved. If not, call Unit Maint.
equipped a4 Use the URO to verify status of EPLRS. If unableto fix,
with call Unit Maintenance.
EPLRS
radio.

NOTE

Thegreen CPU Light Emitting Diode (LED) will normally beilluminated. If theamber CPU LED turns
on, the PU ambient temperature isincreasing. Processing speed of PU will automatically slowdown

to reduce heat. If thered CPU LED turns on, shut down the AN/UY K-128 (V) computer system
immediately. LED indicators should be monitored regularly.
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Table 5. Processor Unit Temperature Troubleshooting

No

Symptom

Test or Inspection

Corrective Action

The CPU amber

LED ontheDU is
illuminated, indicating
degraded PU speed due
to elevated temperature,
but the PU is operating.

Verify that PU cool

not blocked or obstructed in any way.

NOTE

PU NSN 7021-01-475-0217 does
not have cooling fins, but surfaces
must remain clear to radiate heat.

ing finsareclean and

a.1 Perform software shutdown, then pressthe DU
PWR button, until green PWR LED goesdark.
a.2 Allow aminimum of 5 minutesfor cooling.
Clear cooling fins (all sidesand top)

a.3 Press DU PWR button for up to 4 seconds and
release when PWR green LED isilluminated.

a.4 After 5 minutes of operation, the CPU LED
light remains green. Problem solved.

a.5 After 5 minutes of operation, theamber lightis
againilluminated. - Call Unit Maintenance.

The CPU red LED

on DU isilluminated,
indicating ashutdown
or failure of the PU due
to elevated temperature.

a. Check PU cooling finsto verify
that PU cooling fins are clean and not
blocked or obstructed.

a.1 Perform software shutdown, then pressthe DU
panel PWR button, until green PWR LED goes
dark.

a.2 Allow aminimum of 20 minutesfor proper
cooling. Clear cooling fins (all sidesand top).

a.3 Press DU PWR button for up to 4 and release
when PWR green LED isilluminated.

a.4 After 5 minutes, the CPU LED light remains
green. Problem solved.

a5 The CPU LED red lightisagain illuminated.
Shutdown the AN/UY K-128 (V) computer system
immediately. Call Unit Maintenance.

NOTE

The green DISP Light Emitting Diode (LED) isnormally illuminated. If the amber DISP LED turns
on, DU temperatureisincreasing. Screen brightness automatically decreasesto reduce heat. If thered
DISP LED turnson, shut down the AN/UY K-128 (V) computer immediately. Monitor LED indicators

regularly.
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Table 6. Display Unit Temperature Troubleshooting

NO. | SYMPTOM TEST OR CORRECTIVEACTION
INSPECTION
1 TheDISP Check DU coolingfins. | a. Perform software shutdown. PressDU PWR button until green PWR
amber LED Verify that DU cooling | LED goes dark.
ontheDU is fins are clean and not b. Allow 5 minutesfor cooling (out of direct sunlight). Clear cooling fins
illuminated, blocked in any way. (all sidesand top)
indicating NOTE ¢. Press DU PWR button for up to 4 seconds and release when PWR
decreased green LED isilluminated.
brightness PU NSN d. After 5 minutes of operation, green DI SP LED remainsilluminated. —
because of 7021-01-475- Problem solved.
elevated 0217 does not e. After 5 minutes of operation, amber LED isagain illuminated. —Call
temperature. have cooling fins, Unit Maintenance.
but surfaces must
remain clear to
radiate heat.
2 Thered DISP | Check DU cooling a. Perform software shutdown. Press DU PWR button until green PWR
LEDonDU s | fins. Verify that the LED goesdark.
illuminated, DU codling finsare b. Allow 20 minutesfor cooling (out of direct sunlight). Clear cooling
indicating DU | cleanand not blocked | fins (sides, top, and rear).
shutdown or or obstructed. ¢. Press DU PWR button for up to 4 seconds and release when PWR
failure. NOTE green LED isilluminated.
d. After 5minutesof operation, thegreen DI SP LED remainsilluminated.
PU NSN — Problem solved.
7021-01-475- e. Red DISP LED isagainilluminated. — Shutdown the AN/UYK-128
0217 does not (V). Call Unit Maintenance.
have cooling fins,
but surfaces must
remain clear to
radiate heat.
Table 7. Display Unit Troubleshooting
No. | Symptom Test or Inspection CorrectiveAction
1 Display Unit PressBLK OUT LAMP button to a. Display Unit LEDs and screen illuminate — problem
LEDsand/or verify that the screenisnot in blackout | solved. If not, continue.
screen not mode. b. Press Display Unit BRT + button and FCN plusLED +
illuminated button(s) (4 times) each to make sure brightnessisnot turned
(LEDsdark down —problem solved. If not, continue.
and/or screen c. PressDisplay Unit PWR button for upto 4 seconds (ensure
isblack). circuit breaker/switch is set to ON). LEDs and screen light
up — problem solved. If not, call Unit Maintenance.
2 Display Unit Touch the DU screento verify thatitis | Screen illuminates - problem solved. If not, call Unit
screenisdark | notin screen saver mode. Maintenance.
(but LEDsare
illuminated)
3 Display Unit Perform touchscreen calibration. Touchscreen functions properly — problem solved. If not,
touchscreen call Unit Maintenance.
not
functioning.
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Table 8. Keyboard Unit Troubleshooting

No. Symptom Test or I nspection Corrective Action
1 Singlekey(s) Select any text screen and try several keys. Call Unit Maintenance and report which
do not operate. key(s) do not operate.
2 Noneof theKU | a. Check cable connection from KU to DU. a. If connectionisloose, hand tighten and
keys, nor the b. Perform software shutdown. PressDU PWR proceed to Step b. If connection seems
mouse operates | button for up to 4 seconds and release after the green | tight, proceed to Step b.
correctly. PWR LED light goes dark. Wait 20 seconds. Press | b.1 KU keysand mouse now functions
DU PWR button for up to 4 seconds (or until the correctly - problem solved.
green LED isilluminated) to reboot computer. b.2 KU keysand mouse still do not function
correctly - call Unit Maintenance.
3 KU has missing or damaged keys. Call Unit Maintenance.
Table 9. Processor Unit - Bootup Troubleshooting
No.| Symptom Test or Inspection Corrective Action
1 | Systemfailsto None a. PressDU PWR button for up to 4 seconds until thegreen LED goes
boot-up and DU dark to shut down the AN/UY K-128 (V) computer. Set PU circuit
screen displaysthe breaker/switch to OFF.
following message: b. Verify the Keyboard Unit cableis properly connected. If properly
INIT: Command connected, call Unit Maintenance.
isrespawning too c. Set PU circuit breaker/switch to ON. Press DU PWR button for up
rapidly. Check for to 4 seconds (or until green LESisilluminated), then releaseto restart
possibleerrors. the AN/UYK-128 (V) computer.d. The AN/UYK-128 (V) computer
functionscorrectly —problemissolved. If not, call Unit Maintenance.
2 | TheAN/UYK-128 None Reboot the system. Computer boots to Session Manager screen -
(V) computer failsto problem solved. If not, call Unit Maintenance.
boot-up to Session
Manager screen
3 | TheAN/UYK-128 (V) | Operator followed a. Press DU PWR button for up to 4 seconds until the green LED

computer continuously
reboots/locks up,
indicating apossible
PU fault.

established orderly
procedures for
rebooting the
computer. The system
still failsto reboot.

goesdark to shut down the AN/UY K-128 (V) compulter.

b. Wait 20 seconds. Press DU PWR button for up to 4 seconds

(or until green LED isilluminated), then release to restart the
AN/UYK-128 (V) computer.

c. At the Session Manager screen, "Clear Logs and Queues' per the
procedureslisted in Table 2-15.

d. The AN/UYK-128 (V) functions correctly - problemisresolved.
e. The AN/UYK-128 (V) still does not function properly - call Unit
Maintenance.

NOTE

It may be necessary to repeat the proceduresin Table 10 three or four timesto clear the Internet Con-

troller.
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Table 10. Clear INC (SINCGARS ASIP Radio)

NO.| Operator Action Indication Or Condition
1 Rotate SINCGARS ASIP R/T radio function R/T on SINCGARSASIPradio hasFCTN switch position setto L D.
(FCTN) switchto L D position.
Pressthe 2 button. Radio displays:RT
Pressthe 7 button until radio display L DE. Radio displays.L DE Then after 1-2 seconds, radio displays:L DE-N
NOTE
If the Receiver/Transmitter (R/T) displays NEW I P after
L DE-N, press ST O button.
Pressthe 1 button. Radio displays:1
Pressthe ST O button. Radio displays:DEFLT Then after 1-2 secondsRT
Rotate radio function switch to ON position. R/T on SINCGARS ASIPradio hasFCTN switch position set to ON
position.
7 Reboot the AN/UYK-128 (V) computer Communication status gumball is G (i.e., green), problem solved. If

system.

Communication statusgumball isR (i.e., red) or A (i.e., amber), call
Unit Maintenance.

END OF WORK PACKAGE
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OPERATOR MAINTENANCE
DIGITAL OPERATORS GUIDE
NSN NA, EIC NA

REFERENCES

Scope

Thiswork package lists the forms, technical bulletins, technical manuals and miscellaneous publications referenced in this

manual.
Appendices Scope Section

FORMS

DA Form 2404
DA Form 5988E
DA Form 2407
DA Form 2028
SF 368

TECHNICAL MANUALS

FM 71-1

FSKM 71-1

FSKM 71-2

FSKM 71-3

FSKM 17-97-10

TM 11-5820-890-10

TM 11-5825-283-10

TM 11-5825-291-13

T™ 11-5820-1130-12& P

END OF WORK PACKAGE

Equipment Inspection and Maintenance Worksheet
Automated Equipment Inspection and Maintenance Worksheet
Maintenance Request

Recommended Changes to Publications

Product Quality Deficiency Report

Tank and Mechanized Infantry Battalion Task Force.

Platoon and Company Digital Oporations ,Digital Supplement.
The Armored and Mechanized Infantry Battalion Task Force.
The Armored and Mechanized Infantry Brigade.

The Brigade Reconnaissance Troop.

SINCGARS ASIP

Enhanced Position Location Reporting System

Satellite Signals Navigation Set AN/PSN-11

Radio Set AN/PSC-5 (MILSATCOM)
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OPERATOR MAINTENANCE
DIGITAL OPERATOR’S GUIDE
NSN NA, EIC NA

APPENDIX A: MESSAGE DEFAULT ADDRESSEES AND ACCESS LEVELS

FBCB2 usesthe system’ sroleto determine the appropriate level of accessto messages or the SA edit function. An example of
thisisthat as users have access to the Spot Report, but only users with access Level 3 or 4 have accessto the Threat Warning

Report.

Listed below are the categories associated with all FBCB2 messages and applications:

1. Level 1-Platform/Wingman/ Squad Leader.
2. Level 2—Platoon Leadership.

3. Level 3—Company/Battery/Troop Leadership.

4. Level 4—Battalion/Squadron/Brigade/Regiment L eadership and Staff.

There are exceptionsto the above categories. These exception rolesfall under level 4 for access purposes:

Scout Platoons.
Reconnai ssance Troops.

Compan
Military
Aircraft.
Strikers.

oukwbdpE

y Level TOCs.
Police Platoons.

Table 1 below liststhe SA accesslevels:

Table 1. Message Default Addressees And Access Levels

MESSAGE USE FBCB2 DEFAULT ADDRESSEES ACCESS
TYPE LEVEL
Spot/Salt Observation of Enemy S2 TOCASAS 1,234
NBC1 Initial Observation of NBC Event BN S3 1,234
Check Fire Stop Indirect Fire Missions #1. Specific Mission: Firing Battery FDC 1,234
#2. All Missions: 1st Artillery systemin
sender’ s organi zation
Cdl For Fire Request, Coordinate, Assign Indirect | 1st Artillery System in Sender’s 1,234
Fire Organization
On Call Fire "At my Command" Indirect Fire 1st Artillery System in Sender’s 1,234
Command Mission Organization
End Of Mission | Terminate Ongoing Call for Fire Firing Battery FDC that is Providing 1234
Mission. Normally Initiated by the Fires
Observer or Originator of the Fire
Mission.
Subsequent Adjust Artillery Fires. Only Initiated | Firing Battery FDC that is Providing 1,234
Adjust by the Observer or Originator of the | Fires
Fire Mission.
Observer Location and Readiness of a 1st Artillery System in Sender’s 1234
Readiness Designated Observer Organization
Report
Obstacle Report Obstacles and Minefields Battalion/Brigade S3 OPS Section MCS 1,234
Report Encountered on the Battlefield
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Table 1. Message Default Addressees And Access Levels-Continued
MESSAGE USE FBCB2 DEFAULT ADDRESSEES ACCESS
TYPE LEVEL
Bridge Report | Location, description, and condition | Battalion/Brigade S3 OPS section MCS 1,234
of bridges
Supply Point Report Supply Point Locations, None 1,234
Status Report Operating Times, Stocked Items, and
Quantities
Threat Warning | Imminent Enemy Ballistic Missile, None 34
Aircraft, or NBC Attack
STRIKE Warn Friendly Forces of Planned None 34
Warning Friendly Conventional or Nuclear
Bursts
SITREP Report a Platform or Unit's None 1,234
Tactical/Logistical Situation
CTIL/BRIL Identify List of Equipment None 2,34
Commander has Identified as
Reportable
NBC 3Report | Predicts Downwind Hazard Areas. None 1,234
NBC 4 Report | Report results of NBC monitoring, None 1,234
survey, or reconnai ssance mission
Chemical Transmit Weather Data effects on None 34
Downwind NBC Operations and Hazardous
Report AreaPrediction, Used by Smoke
Generation Units
Effective Transmit Weather Data effects on None 34
Downwind NBC Operationsand Hazardous Area
Report Prediction
MOPP Announce and Disseminate MOPP None 1,234
Level
MEDEVAC Request for Medical Evacuation None 1,234
Message to Initiated in AFATDS. Sent Directly to | None 1234
Observer platforminitiating acall for fire
Fire Support Define, Modify, or Delete Fire None 1,234
Coordination Support Coordination Measures.
Measure Maneuver L eaders use this Message
to Provide input to Indirect Fire
Planning Process.
Position Report | Report Friendly Unit Location Data | None 1,234
REDCON #1. Top-down to direct specific None 1,234
readiness state. #2. Bottom-up to
report status
Field Orders Operation Order, Operation Plan, None 2,34

Fragmentary Order, Warning Order
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Table 1. Message Default Addressees And Access Levels-Continued

MESSAGE USE FBCB2 DEFAULT ADDRESSEES ACCESS
TYPE LEVEL
Overlay Group of 19 Overlay Messages None 1,234
Messages
Land Route Report Results of Route, Zone, or None 1,234
Report AreaReconnaissance
Land Minefield | Inform friendly units of location, None 1,234
Laying Report | number/type of mines, dimensions,

impact on movement, bypass, and

safe corridors
LOGSITREP Current Logistics Situation None 1,234
Personnel Current Personnel Status None 1,234
Status Report
Free Text Miscellaneous business not covered | None 1,234

by aFormatted Message

END OF WORK PACKAGE
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OPERATOR MAINTENANCE
COMPUTER SET, DIGITAL AN/UYK-128(V)
NSN NA, EIC NA

APPENDIX B: COMBAT FIRE MISSION

For all indirect fire missionsthe FBCB2 operator must first send an " Observer Readiness Report" to AFATDS. Thisreport results
inthe operator’ sicon being placed onthe AFATDS current operations screen. Without the report AFATDS does not processthe
Fire Mission. Therefore the operator cannot make adigital Call For Fire. This message needs to be added as a precondition or
first step for each of the Fire Missions.

TYPE OF MISSION: FIRE FOR EFFECT (FFE)
METHOD OF CONTROL: FIREWHEN READY

Table 1. Fire For Effect/Fire When Ready

OPERATORACTION CONDITIONS RESULT
1. FBCB2 operator sends a. Combat Message a. Thisresultsin Firefor Effect (FFE) mission
CFF. b. Type of Mission: Immediate on AFATDS.
Suppression/Immediate Smoke. b. FBCB2 summary tab shows an inactive
¢. Method of Control: Firewhen Ready. | mission, CFF sent.
2. AFATDS operator sends Mission Approved. FBCB2 receives M TO with target number and
Message to Observer (MTO) update the summary tab automatically.
to FBCB2.
3. AFATDS send 3 Observer | a Shot. FBCB2 receives 3 Observer Mission updates
Mission Updatesto FBCB2. | b. Splash. and the summary tab is updated.
¢. Rounds Complete.
4. FBCB2 sends End of a. FBCB2 summary tab updates.
Mission (EOM) to AFATDS. b. At thistime the mission can be deleted from
the summary tab.

TYPE OF MISSION: FIRE FOR EFFECT
METHOD OF CONTROL: AT MY COMMAND

Table 2. Fire For Effect/ At My Command

OPERATORACTION CONDITIONS RESULT
1. FBCB2 operator sends CFF. a. Combat Message a. Thisresultsin FFE mission on
b. Type of Mission: Immediate AFATDS.b. FBCB2 summary tab shows
Suppression /Immediate Smoke. an inactive mission, CFF sent.
c. Method of Control: At My
Command.
2. AFATDS operator sendsMessage | Mission Approved. FBCB2 receives MTO with target number
to Observer to FBCB2. and update the summary tab automatically.
3. AFATDS sends 1 Observer a. Ready. FBCB2 receives 1 Observer Mission
Mission Updateto FBCB2. update and the summary tab is updated.
4, FBCB2 sends On Call Fire FBCB2 summary tab updates.
Command to AFATDS.
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Table 2. Fire For Effect/ At My Command—Continued

OPERATORACTION CONDITIONS RESULT
5. AFATDS sends 3 Observer Shot. FBCB2 summary tab updates.
Mission Updatesto FBCB2. Splash

Rounds Complete.

6. FBCB2 sends End of Mission to

AFATDS.

a. FBCB2 summary tab updatess.
.b. At thistime the mission can be deleted
from the summary tab.

TYPE OF MISSION: ADJUST FIRE, MULTIPLE ADJUSTMENTS
METHOD OF CONTROL: FIREWHEN READY

Table 3. Adjust Fire, Multiple Adjustments

OPERATOR ACTION

CONDITIONS

RESULT

1. FBCB2 operator sends
CFF.

a. Typeof Mission: Adjust Fire.
b. Method of Control: Fire When Ready.

a. Thisresultsin an Adjust Fire Mission on
AFATDS.

b. FBCB2 summary tab shows an inactive
mission, CFF sent.

2. AFATDS operator

Mission Approved.

FBCB2 receives M TO with target number and

sends Message to updates the summary tab automatically.
Observer to FBCB2.

3. AFATDS sends a. Shot.b. Splash. FBCB2 receives2 Observer Mission updates and
2 Observer Mission the summary tab updates.

Updatesto FBCB2.

4. FBCB2sendsLONG | a. Shift: (asrequired). a. AFATDS receives the Adjustment and

Form Subsequent b. Transfer tolong form process.

Adjustment to AFATDS.

c. LeaveFirst Method of Control: Fire When
Ready.

d. Change Second Method of Control to
"None Specified" (VERY IMPORTANT).

e. Change Method of Fireto Adjust Fire
(VERY IMPORTANT).

b. FBCB2 summary tab updates automatically.

f. Send.
5. AFATDS sends a. Shot. FBCB2 receives 2 Observer Mission updates
2 Observer Mission b. Splash. and the summary tab is update\ds.

Updatesto FBCB2.

6. If more adjustments
are necessary before the
FFE, repeat step 4 and 5.

7. Togo to the FFE
phase, send a Combat
Subsequent Adjustment
Messageto AFATDS.

a. Enter Adjustments.
b. Method of Control: Fire When Readly.

a. AFATDS receives Adjustment with FFE.b.
FBCB2 summary tab updates automatically.
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Table 3. Adjust Fire, Multiple Adjustments—Continued

Updatesto FBCB2.

¢. Rounds Complete.

OPERATORACTION | CONDITIONS RESULT
8. AFATDS sends a. Shot. FBCB2 summary tab updates automatically.
3 Observer Mission b. Splash.

9. FBCB2 sends EOM to
AFATDS.

a. FBCB2 summary tab updates.At thistime the
mission can be deleted from the summary tab.

TYPE OF MISSION: ADJUST FIRE, SINGLE ADJUSTMENT
METHOD OF CONTROL: FIREWHEN READY

Table 4. Adjust Fire, Single Adj

ustment

OPERATORACTION

CONDITIONS

RESULT

1. FBCB2 operator sends CFF.

a. Typeof Mission: Adjust fire.
b. Method of Control: Fire when Ready.

a. Thisresultsinan Adjust FireMission on
AFATDS.

b. FBCB2 summary tab shows an inactive
mission, CFF sent.

2. AFATDS operator sends

Message to Observer to FBCB2.

Mission Approved.

FBCB2 receives MTO with target number
and updates the summary tab automatically.

3. AFATDS sends 2 Observer
Mission Updatesto FBCB2.

a. Shot.
b. Splash.

FBCB2 receives 2 Observer Mission
updates and the summary tab is updated.

4. FBCB2 sends Combat Form
Subsequent Adjustment to
AFATDS.

a. Shift: (asrequired).

b. Method of Control: Fire When Ready.

a. AFATDS receives the Adjustment and
FFE and process.

b. FBCB2 summary tab updates
automatically.

5. AFATDS sends 3 Observer
Mission Updatesto FBCB2.

a. Shot.
b. Splash.
¢. Rounds Complete.

FBCB2 receives 3 Observer Mission
updates and the summary tab is updated.

6. FBCB2 sends EOM to
AFATDS.

a. FBCB2 summary tab updates.
b. At thistime the mission can be deleted
from the summary tab.

CHECK FIRE/CANCEL CHECK FIRE

TYPE OF MISSION: N/A

METHOD OF CONTROL: N/A

Table 5. Check Fire/Cancel Check Fire

Observer to FBCB2.

OPERATORACTION CONDITIONS RESULT
1. FBCB2 operator sends CFF. FBCB2 summary tab updates.
2. AFATDS operator sendsMessageto | Mission Approved. FBCB2 receives MTO with target number and

updates the summary tab automatically.

Target.

3. FBCB2 sends Check Fireon Active

b
c

a. FBCB2 summary tab updates automatically.

. AFATDSreceives.

. AFATDS checksfires
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Table 5. Check Fire/Cancel Check Fire-Continued

OPERATORACTION

CONDITIONS

RESULT

4. FBCB2 sends Cancel Check Fire. *

a. FBCB2 summary tab updates automatically.
b. AFATDSreceives.

5. Mission Continues.

*Note: Observer may not Cancel Check Fire.
CHECK FIRE ALL/CANCEL CHECK FIREALL MISSION

TYPE OF MISSION: N/A

METHOD OF CONTROL: N/A

Table 6. Check Fire All/Cancel Check Fire All Mission

OPERATOR ACTION

CONDITIONS

RESULT

1. FBCB2 operator sends CFF.

FBCB2 summary tab updates.

2. AFATDS operator sends
Message to Observer to
FBCB2.

Mission Approved.

FBCB2 receives M TO with target number and updates
the summary tab automatically.

3. FBCB2 operator sends CFF.

FBCB2 summary tab updates.

4. AFATDS operator sends
Message to Observer to
FBCB2.

Mission Approved.

FBCB2 receives M TO with target number and updates
the summary tab automatically.

5. FBCB2 sends Check Fire
All on Active Target.

a. FBCB2 summary tab updates automatically.
b. AFATDS receives.

6. FBCB2 sends Cancel Check
Fire All from the Long Form

Message.

a. FBCB2 summary tab updates automatically.
b. AFATDSreceives.

7. Mission Continues.

Note. Check Fire All can be sent by any FBCB2 Operator.

END OF WORK PACKAGE
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OPERATOR MAINTENANCE
COMPUTER SET, DIGITAL AN/UYK-128(V)
NSN D33865, EIC NA

APPENDIX C: FBCB2 - CSSCS MESSAGE INTERFACE:

The FBCB2 - CSSCS message interface consists of seven JVMF Logistics related message threads, plusthe VMF Free Text
message.
CTIL/BRIL Action Message - K07.06.
1. ldentifiesCTIL itemsfor logisticsreporting
2. Sent down chain of command to individual platforms
3. Sender selects CTIL itemsto be tracked.
4. Displaysnew CTIL items database when opened by receiver.
5. Replacesold CTIL database when acknowledged by receiver.
Logistics Report M essage - K07.03.

1. Reportson-hand and authorized CTIL items by quantity.

2. Sent up chain of command using platform URN up to CO and unit URN for CSSCS.

3. Sender can change on-hand and authorized CTIL item quantities as needed.

4. CTIL item quantities can be combined for retransmission when received by rollup unit.

Supply Point Status Report M essage - K07.009.

1. Senttoandfromforward support BN CSSCSto forward support CO to establish and maintain supply points.
2. ldentifiesupto 16 distinct supply pointsby: ID, location, type, and open and close date time group.

3. Displaysicon on FBCB2 for each supply point by supply point type.

4. Statusof stocked items periodically reported to CSSCS by supply point maintainer

Per sonal Status M essage - K07.04.

1. Identifiesunit personnel changes.

2. Sent up chain of command beginning at wing or platoon level.

3. Itemstracked are: name, SSN, status, unit, role/ID, grade, MOS, gender, nationality, religion, and effective DTG.
4.  When message sent, all personnel recordsin database are included.

Task Management Message - K07.12.

1. Consistsof following four component threads: Call For Support (CFS), Logistics Task Order (LTO), Task Status, and
Task Synchronization.

2. Uses Standard Long Form Message format.

3. All messagesrelated to aspecific task are maintained in Task Log.

Call For Support (CFS).
1. Sentfrom FBCB2 requesting support.
2. ldentifies: type of support needed, action required, platform needing support, location, and point-of-contact.
3.  Message sent directly to CSSCS or forwarded up chain of command.
4. Message can be edited when received and forwarded for further review beforefinal disposition.
Logistics Task Order (LTO).
1.  Sentfrom CSSCSto platform that will provide support.

2. Restatesorigina CFS message information.
3. Tasksplatform to provide support and scheduleswork start and end times.

Task Status.

1. Sentfrom platform providing support to CSSCS, and may be sent to CFS message originator.
2. Acknowledgestasking order to provide support and indicates current task status.

Task Synchronization.

1. Sentfrom platform providing support to CSSCS and CFS message originator.
2. ldentifies platform needing support, support requested, and point-of-contact
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3. Providestimeof arrival and location to complete task
Medical Evacuation Request M essage - K07.01.

1.  Sentfrom FBCB2to CSSCS.
2. ldentifies: location, ambulatory/litter patient numbers, medical priority, pickup markings/color, NBC conditions, and
area security.

Medical Unit Situation Report Message - K07.07.

1. Sentfrom FBCB2to CSSCS.
2. ldentifies: present/proposed locations, casuality type/numbers, MEDEVAC mission priority/numbers, ambulance
type, blood units type/numbers, critical MOS numbers, and critical supply items numbers.

Free Text Message - K01.01.

1. Sentfrom FBCB2to CSSCS, and from CSSCSto FBCB2
2. Used to send messages up to 1200 characterslong for any purpose

END OF WORK PACKAGE
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OPERATOR MAINTENANCE

COMPUTER SET, DIGITAL AN/UYK-128(V)

NSN NA, EIC NA

APPENDIX D: ACRONYMS AND ABBREVIATIONS

Table 1. Acronyms And Abbreviations

ACRONYM DESCRIPTION

31U SIGNAL SUPPORT SYSTEMS SPECIALIST

35J TELECOMMUNICATIONSTERMINAL DEVICE REPAIRER
74B INFORMATION SY STEM OPERATOR

A2C2 ARMY AIRSPACE COMMAND AND CONTROL

AA ASSEMBLY AREA

AAR AFTERACTION REVIEW

ABCS ARMY BATTLE COMMAND SY STEM

ABN AIRBORNE

AC ALTERNATING CURRENT

ACD AUDIO CONTROLLER DEVICE

ACK ACKNOWLEDGE MESSAGE

ACR ARMORED CALVARY REGIMENT

ACUS AREA COMMON USER SYSTEM

AD ARMORED DIVISION

ACE ARMORED COMBAT EARTHMOVER

AD ANCILLARY DEVICE

ADA AIR DEFENSE ARTILLERY

ADDS ARMY DATA DISTRIBUTION SYSTEM

AFATDS ADVANCED FIELD ARTILLERY TACTICAL DATA SYSTEM
AGCCS ARMY GLOBAL COMMAND AND CONTROL SYSTEM
Al AUDIO INTERCOM

AMD U.S.ARMY AIRAND MISSILE DEFENSE

AMMO AMMUNITION

ANCD AUTOMATED NET CONTROL DEVICE

AOR AREA OF RESPONSIBILITY

APC ARMORED PERSONNEL CARRIER

APPS APPLICATIONS

AR ARMOR

AR ARMY REGULATION
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Table 1. Acronyms And Abbreviations—-Continued

ACRONYM DESCRIPTION

AS AUTONOMOUS SYSTEM

ASAS ALL SOURCE ANALYSISSYSTEM

ASIP ADVANCED SY STEM IMPROVEMENT PROGRAM (SINCGARYS)
AT ANTITANK

ATA ADVANCED TECHNOLOGY ATTACHMENT

AUDIO AUDIBLE SOUND

AVENGER AIR DEFENSE WEAPONS SY STEM —WHEELED

AVN AVIATION

ATCCS ARMY TACTICAL COMMAND AND CONTROL SYSTEM

AWE ADVANCED WARFIGHTING EXPERIMENT

AWIS ARMY WORLDWIDE MILITARY COMMAND AND CONTROL SYSTEM
B2C2 BRIGADE AND BELOW COMMAND AND CONTROL

BADDS BATTLEFIELD AWARENESS DATA DISSEMINATION SYSTEM
BAS BATTLEFIELD AUTOMATION SYSTEM

BCIS BATTLEFIELD COMBAT IDENTIFICATION SYSTEM INFORMATION SY STEM
BCO BATTLE COMMAND OPERATIONS

BCT BRIGADE COMBAT TEAM

BCV BATTLE COMMAND VEHICLE

BDA BATTLE DAMAGE ASSESSMENT

BDE BRIGADE

BFA BATTLEFIELD FUNCTIONAL AREA

BFACS BATTLEFIELD FUNCTIONAL AREA CONTROL SYSTEM

BFIST BRADLEY FIRE SUPPORT VEHICLE

BIOS BASICINPUT/OUTPUT SYSTEM

B-KIT FBCB2 HARDWARE, |.E., COMPUTER UNIT, DISPLAY UNIT, KEYBOARD UNIT, CABLING
BMP BOYEVAYA MASHINA PEHOTI

BN BATTALION

BOS BATTLEFIELD OPERATING SYSTEM

BP BATTLE POSITION

BRG BEARING

BRIL BASELINE REQUIREMENTSITEMSLIST

BSFV-E BRADLEY STINGER FIGHTING VEHICLE-ENHANCED

BSM BATTLEFIELD SPECTRUM MANAGEMENT

C2 COMMAND AND CONTROL
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Table 1. Acronyms And Abbreviations—Continued

ACRONYM DESCRIPTION

c2v COMMAND AND CONTROL VEHICLE

C3 COMMAND, CONTROL, AND COMMUNICATIONS
C4l COMMAND, CONTROL, COMMUNICATIONS, COMPUTERS AND INTELLIGENCE
CADRG COMPRESSED ARCDIGITAL RASTER GRAPHICS
CARC CHEMICAL AGENT RESISTANT COATING

CcC CARBON COPY

CCA CIRCUIT CARD ASSEMBLY

CCP CASUALTY COLLECTION POINT

CCIR COMMANDER’'SCRITICAL INFORMATION REQUIREMENTS
CD CAVALRY DIVISION

CD COMPACT DISK

CDR COMMANDER

CDRL CONTRACT DATA REQUIREMENTSLIST

CFF CALL FORFIRE

CFS CALL FOR SUPPORT

CGM COMPUTER GRAPHIC METAFILE

CHAN CHANNEL

CID COMBAT IDENTIFIER

CINC COMMANDER N CHIEF

CITV COMMANDERS INDEPENDENT THERMAL VIEWER
CMD COMMAND

CMOS COMPLIMENTARY METAL OXIDE SEMICONDUCTOR
CNR COMBAT NET RADIO

CO COMPANY

COA COURSE OF ACTION

COE COMMON OPERATING ENVIRONMENT

COMM COMMUNICATIONS

COMSEC COMMUNICATIONS SECURITY

CONOPS CONCEPT OF OPERATIONS

CONT CONTINUED

COTS COMMERCIAL OFF-THE-SHELF

CP COMMAND POST

CPR CARDIOPULMONARY RESUSCIATATION

CPU COMPUTER PROCESSING UNIT
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Table 1. Acronyms And Abbreviations—-Continued

ACRONYM DESCRIPTION

CS COMBAT SUPPORT

CSMA CARRIER SENSE MULTIPLE-ACCESS

CSS COMBAT SERVICE SUPPORT

CSSCS COMBAT SERVICE SUPPORT CONTROL SYSTEM
CST CENTRAL STANDARD TIME

CT CIPHER TEXT

CTIL COMMANDER' STRACKED ITEMSLIST

CTT COMPANY TRAINING TEAM

Cu COMPUTERUNIT

cucv COMMERCIAL UTILITY CARGO VEHICLE

DC DIRECT CURRENT

DC2 DIGITAL COMMAND AND CONTROL

DCE DISTRIBUTED COMPUTING EQUIPMENT
DdhhmmZmm- | MILITARY DATE TIME GROUP: DAY -HOUR-MINUTE-ZULU TIME-MONTH-YEAR, i.e,
myyyy 210630ZMAY 1999

DID DATA ITEM DESCRIPTION

DIl DEFENSE INFORMATION INFRASTRUCTURE
DESC DESCRIPTION

DIV DIVISION

DMS DEGREES, MINUTES, SECONDS

DOD DEPARTMENT OF DEFENSE

DOG DIGITAL OPERATORS GUIDE

DRAM DYNAMIC RANDOM ACCESS MEMORY

DS DIRECT SUPPORT

DSMM DIRECT SUPPORT MAINTENANCE MANUAL
DSOP DIGITAL STANDARD OPERATING PROCEDURES
DTED DIGITAL TERRAIN ELEVATION DATA

DTD/MDL DATA TRANSFER DEVICE/MISSION DATA LOADER
DTG DATE TIME GROUP

DU DISPLAY UNIT

EAC ECHELONS ABOVE CORPS

EBC EMBEDDED BATTLE COMMAND

ECB ECHELONS CORPS AND BELOW

EOC END OF COURSE
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Table 1. Acronyms And Abbreviations—Continued

ACRONYM DESCRIPTION

EOM END OF MISSION

EOM EQUIPMENT OPERATORS MANUAL

EPLRS ENHANCED POSITION LOCATION REPORTING SY STEM

EPM EXTERNAL POWER MODULE

EPUU EPLRSUSER UNIT

ERF ELECTRONIC REMOTEFILL

ESD ELECTROSTATIC DISCHARGE

ESDS ELECTROSTATIC DISCHARGE SENSITIVE

ETA ESTIMATED TIME OF ARRIVAL

EVG ENEMY VICINITY GRID

EW ELECTRONIC WARFARE

EXT EXTERNAL

FA FIELD ARTILLERY

FAAD FORWARD AREA AIR DEFENSE

FAADC2| FORWARD AREA AIR DEFENSE COMMAND, CONTROL AND INTELLIGENCE SY STEM

FAADC3] FORWARD AREA AIR DEFENSE COMMAND, CONTROL, COMMUNICATIONS, AND INTELLI-
GENCE SYSTEM

FAASV FIELD ARTILLERY AMMUNITION SUPPLY VEHICLE

FBCB2 FORCE XX| BATTLE COMMAND BRIGADE AND BELOW

FCN FUNCTION

FCTN FUNCTION

FDC FIRE DIRECTION CENTER

FEBA FORWARD EDGE OF BATTLE AREA

FFE FIRE FOR EFFECT

FH FREQUENCY HOPPING

FHMUX FREQUENCY HOPPING MULTIPLEXER

FIPR FLASH, IMMEDIATE, PRIORITY, ROUTINE

FLOT FORWARD LINE OF OWN TROOPS

FM FIELD MANUAL

FM FREQUENCY MODULATION

FOM FIGURE OF MERIT

FOS FORWARD OBSERVER SY STEM

FPF FINAL PROTECTIVE FIRES

FRAGO FRAGMENTARY ORDER
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Table 1. Acronyms And Abbreviations—-Continued

ACRONYM DESCRIPTION

FS FIRE SUPPORT

FSB FORWARD SUPPORT BATTALION

FSD FLANK SECURITY DETACHMENT

FSE FIRE SUPPORT ELEMENT

GB GIGABYTE

GCl GRAPHICAL COMMANDER'SINTENT
GEOREF GEOGRAPHICAL REFERENCE

GFE GOVERNMENT FURNISHED EQUIPMENT
GHZX GIGAHERTZ (1 BILION HERTZ)

GMTX GREENWICH MEAN TIME

GND GROUND

GPS GLOBAL POSITIONING SYSTEM

GPU GENERAL PURPOSE USER

GS GENERAL SUPPORT

GUI GRAPHICAL USER INTERFACE

GTA GRAPHICAL TRAINING AID

HEAT HIGH EXPLOSIVE ANTI-TANK

HEMTT HEAVY EXPANDED MOBILITY TACTICAL TRUCK
HDD HARD DISK DRIVE

HDDC HARD DISK DRIVE CARTRIDGE

HF HIGH FREQUENCY

HMMWV HIGH MOBILITY MULTI-PURPOSE WHEELED VEHICLE (HUMMER)
HQ HEADQUARTERS

HTML HYPER TEXT MARKUP LANGUAGE

HUB HOLD UPBATTERY

HUD HEADSUPDISPLAY

HXWXD HEIGHT BY WIDTH BY DEPTH

AW IN ACCORDANCEWITH

|ICOM INTEGRATED COMMUNICATIONS SECURITY
ID INFANTRY DIVISION

IDE INTEGRATED DRIVE ELECTRONICS

IETM INTERACTIVE ELECTRONIC TECHNICAL MANUAL
IHFR IMPROVED HIGH FREQUENCY RADIO

0016 00-6



TB 11-7010-326-10-1 0016 00

Table 1. Acronyms And Abbreviations—Continued

ACRONYM DESCRIPTION

I-KIT INSTALLATION KIT CONTAINING THEGPSMOUNT, POS/NAV MOUNT, CONVERTER MOUNT
AND CABLES.

IKP INSTRUCTOR AND KEY PERSONNEL

IMETS INTEGRATED METEOROLOGICAL SYSTEM

INC INTERNET CONTROLLER

INFOSY'S INFORMATION SYSTEM

10T INORDERTO

IP INTERNET PROTOCOL

ISYSCON INTEGRATED SYSTEM CONTROL

INTERCOM INTER-COMMUNICATION DEVICE

110 INPUT/OQUTPUT

JOG JOINT OPERATIONAL GRAPHICS

JSTARS JOINT SURVEILLANCE TARGET ATTACK RADAR SYSTEM

JTF JOINT TASK FORCE

JTIDS JOINT TACTICAL INFORMATION DISTRIBUTION SY STEM

JVMF JOINT VARIABLE MESSAGE FORMAT

KB KILOBYTE (1,000BYTES)

KB/S KILOBYTES PER SECOND

KBD KEYBOARD

KEK KEY ENCRYPTION KEY

KHZ KILOHERTZ (THOUSAND CYCLES PER SECOND)

KIA KILLED IN ACTION

LAN LOCAL AREA NETWORK

LAT/LONG LATITUDE/LONGITUDE

LBS POUNDS

LC LINE OF CONTACT

LCD LIQUID CRYSTAL DISPLAY

LCN LOGICAL CHANNEL NUMBER

LCU LIGHTWEIGHT COMPUTER UNIT

LD LINE OF DEPARTURE

LDE LOCAL DATA ENTRY

LED LIGHT EMITTING DIODE

LOA LIMIT OF ADVANCE

LOC LOCATION
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Table 1. Acronyms And Abbreviations—-Continued

ACRONYM DESCRIPTION

LOGSITREP LOGISTICS STATUS REPORT

LOS LINE OF SIGHT

LO/M/HI LOW/MEDIUM/HIGH

LRBSD LONG RANGE BIOLOGICAL STANDOFF DETECTION SY STEM
LRF LASER RANGE FINDER

LRU LINE REPLACEABLEUNIT

LTO LOGISTICAL TASK ORDER

LUT LIMITED USER TEST

MA MACHINE ACKNOWLEDGE

MAC MAINTENANCE ALLOCATION CHART

MB MEGABYTE

MBA MAIN BATTLE AREA

MB/S MEGABY TES PER SECOND

MCS MANEUVER CONTROL SYSTEM

MCS/P MANEUVER CONTROL SYSTEM/PHOENIX
MDT MOUNTAIN DAYLIGHT TIME

MDMP MILITARY DECISION MAKING PROCESS
MEDEVAC MEDICAL EVACUATION

MEF MARINE EXPEDITIONARY FORCE

MGRS MILITARY GRID REFERENCE SYSTEM
MHZ MEGAHERTZ

MIA MISSING IN ACTION

MIB MANAGEMENT INFORMATION BASE
MICAD MULTIPURPOSE INTEGRATED CHEMICAL AGENT DETECTOR
MIL-ID MILITARY IDENTIFICATION

MIL-SPEC MIITARY SPECIFICATION

MIL-STD MILITARY STANDARD

MISC MISCELLANEOUS

MLRS MULTIPLE LAUNCH ROCKET SYSTEM
MOPP MISSION-ORIENTED PROTECTIVE POSTURE
MOS MILITARY OCCUPATIONAL SPECIALITY
MRB MOTORIZED RIFLE BATTALION

MRC MOTORIZED RIFLE COMPANY

MRD MOTORIZED RIFLE DIVISION
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Table 1. Acronyms And Abbreviations—Continued

ACRONYM DESCRIPTION

MRR MOTORIZED RIFLE REGIMENT

MTC MOTORIZED TANK COMAPNY

MSD MINIMUM SAFE DISTANCE

MSE MOBILE SUBSCRIBER NETWORK
MSE-TPN MOBILE SUBSCRIBER EQUIPMENT-TACTICAL PACKET NETWORK
MSG MULTIPLE-SOURCE GROUP

MTO MESSAGE TO OBSERVER

MTTR MEAN TIME TO REPAIR

NAV NAVIGATION

NBC NUCLEAR, BIOLOGICAL, CHEMICAL
NCA NATIONAL COMMAND AUTHORITY
NCS NET CONTROL STATION

NDI NON-DEVELOPMENTAL ITEM

NET NEW EQUIPMENT TRAINING

NIMA NATIONAL IMAGERY MAPPING AGENCY
NiMH NICKEL-METAL-HYDRIDE

NITFS NATIONAL IMAGERY TRANSMISSION FORMAT STANDARDS
NLT NOT LATER THAN

NMT NETWORK MANAGEMENT TOOL

NS NOT SPECIFIED

NTDR NEAR TERM DIGITAL RADIO

OA OPERATOR ACKNOWLEDGE

O/H ON HAND

ONC OPERATIONAL NAVIGATION CHARTS
O/O ON ORDER

O0oTW OPERATIONS OTHER THAN WAR
OPFAC OPERATIONAL FACILITIES

OPLAN OPERATIONSPLAN

OPORD OPERATIONS ORDER

OPS OPERATIONS

OR OPERATOR RESPONSE

(O] OPERATING SYSTEM

OSPF OPEN SHORTEST PATH FIRST

PC PERSONAL COMPUTER
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Table 1. Acronyms And Abbreviations—-Continued

ACRONYM DESCRIPTION

PCC PRE COMBAT CHECKS

PCI PRE COMBAT INSPECTIONS

PCKT PACKET DATA MODE

PDF PRINCIPLE DIRECTION OF FIRE

PE PRACTICAL EXERCISE

PERSITREP PERSONNEL SITUATION REPORT

PGI THE PHOENIX GROUR, INC.

PL PHASE LINE

PLGR PRECISION LIGHTWEIGHT GLOBAL POSITIONING SY STEM RECEIVER
PLT LDR PLATOON LEADER

PCMCIA PERSONAL COMPUTER MEMORY CARD INTERNATIONAL ASSOCIATION
PMCS PREVENTIVE MAINTENANCE CHECKSAND SERVICES
PM-TRCS PROGRAM MANAGER - TACTICAL RADIO COMMUNICATION SY STEM
PND POSITION NAVIGATION DEVICE

POC POINT OF CONTACT

POI PROGRAM OF INSTRUCTION

POL PETROLEUM, OIL, AND LUBRICANTS

POS/NAV POSITION AND NAVIGATION

POST POWER-ON-SELF-TEST

POW PRISONER OF WAR

PPP POINT TO POINT PROTOCOL

PSG PLATOON SERGEANT

PR POSITION REPORT

PT PLAIN TEXT

PWR POWER

QRG QUICK REFERENCE GUIDE

QWERTY ALPHA NUMERIC AMERICAN STANDARD KEYBOARD
RAM RANDOM ACCESS MEMORY

RC REMOTE CAPABILITY

RCU REMOTE CONTROL UNIT

REDCON READINESS CONDITION

RF RADIO FREQUENCY

ROM READ ONLY MEMORY

RPC REMOTE PROCEDURE CALL
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Table 1. Acronyms And Abbreviations—Continued

ACRONYM DESCRIPTION

RS RADIO SET

RT RECEIVER TRANSMITTER

RIT RECEIVER/TRANSMITTER

RSTA RECONNAISSANCE, SURVEILLANCE, AND TARGET ACQUISITION
SA SITUATION AWARENESS

SALT SIZE, ACTIVITY, LOCATION, TIME

SALUTE SIZE, ACTIVITY, LOCATION, UNIT, TIME AND EQUIPMENT
SC SINGLE CHANNEL

SCS STUDENT CRITIQUE SHEET

SCS SMALL COMPUTER SYSTEMSINTERFACE

SINCGARS SINGLE CHANNEL GROUND AIRBORNE RADIO SY STEM
SIP SYSTEM IMPROVEMENT PROGRAM (SINCGARS)

SITREP SITUATION REPORT

SME SUBJECT MATTER EXPERT

SMI SOLDIER MACHINE INTERFACE

SMS SESSION MANAGER SCREEN

SO SECURITY OFFICER

SOl SIGNAL OPERATING INSTRUCTIONS

SOP STANDARD OPERATING PROCEDURES

SOS SYSTEM OF SYSTEMS

SOVG SEIZE OBJECTIVE VICINITY GRID

SRU SHOP REPLACEABLE UNIT

SSN SOCIAL SECRITY NUMBER

STACCS STANDARD THEATERARMY COMMAND AND CONTROL SYSTEM
STAMIS STANDARD ARMY MANAGEMENT INFORMATION SYSTEM
STBY STANDBY

SUM SOFTWARE USERS MANUAL

SVGA SUPER VIDEO GRAPHICS ARRAY

SwW SOFTWARE

SYSADMIN SYSTEM ADMINISTRATION

TAC TACTICAL COMMAND POST

TBD TOBE DETERMINED

TACSAT TACTICAL SATELLITE

TBS TOBE SUPPLIED
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Table 1. Acronyms And Abbreviations—-Continued

ACRONYM DESCRIPTION

TCP/IP TRANSMISSION CONTROL PROTOCOL/INTERNET PROTOCOL
TEK TRAFFIC ENCRYPTION KEY

TI TACTICAL INTERNET

TICITID TACTICAL INTERNET CONTROLLER/ TACTICAL INTERNET DESIGNER
TLM TOPOGRAPHIC LINE MAPS

™ TECHNICAL MANUAL

TMDE TEST MEASUREMENT AND DIAGNOSTIC EQUIPMENT
T™MG TACTICAL MULTINET GATEWAY

TNB TURRET NETWORK BOX

TNS TACTICAL NAME SERVER

TO TACTICAL ORDER

TOC TACTICAL OPERATIONSCENTER

TPC TACTICAL PILOTAGE CHARTS

TPN TACTICAL PACKET NETWORK

TRI-TAC TRI-SERVICE PROGRAM FOR DEVELOPMENT OF TACTICAL COMMUNICATIONS
TTP TACTICS, TECHNIQUES AND PROCEDURES

UAV UNMANNED AERIAL VEHICLE

uic UNIT IDENTIFICATION CODE

UMCP UNIT MAINTENANCE CONTROL POINT

UMM UNIT MAINTENANCE MANUAL

UNC UNIVERSAL NAMING CONVENTION

UuoM UNIT OF MEASURE

URN UNIT REFERENCE NUMBER

URO USER READ OUT

usB UNIVERSAL SERIAL BUS

UTM UNIVERSAL TRANSVERSE MERCATOR

UToO UNIT TASK ORGANIZATION

UMM UNIT MAINTENANCE MANUAL

V2 FBCB2 COMPUTER VERSION 2 (RUGGEDIZED)

VAA VEHICLE AMPLIFIER ADAPTER

VAC ALTERNATE CURRENT

vDC VOLTSDIRECT CURRENT

VGA VIDEO GRAPHICS ARRAY

VHSIC VERY HIGH SPEED INTEGRATED CIRCUIT (EPLRS)
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Table 1. Acronyms And Abbreviations—Continued

ACRONYM DESCRIPTION

VIS VEHICLEINTERCOMMUNICATIONS SYSTEMS
VMF VARIABLE MESSAGE FORMAT

VPF VECTOR PRODUCT FORMAT

WAN WIDE AREA NETWORK

WARNORD WARNING ORDER

WIA WOUNDED IN ACTION

WILCO WILL COMPLY

WLAN WIRELESSLOCAL AREA NETWORK
XMIT TRANSMIT

X0 EXECUTIVE OFFICER

Y2K Y EAR 2000

ZULUTIME GREENWICH MEAN TIME

END OF WORK PACKAGE
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RECOMMENDED CHANGES TO EQUIPMENT TECHNICAL PUBLICATIONS

%[HMEFHHDM[E Wm@m@ WITH THIS PUBLICATION?

FROM: (PRINT YOUR UNIT'S COMPLETE ADDRESS)

THEN..JOT DOWN THE )
INFO ABOUT IT ON THIS Co. B, 1st BN, 2nd Brigade

FORM. CAREFULLY TEAR Ft. Hood, TX 76445
IT OUT FOLD IT AND
DROPIT IN THE MAIL PATESENT 16 July 2001

PUBLICATION NUMBER
TM 11-7010-326-10

PUBLICATION DATE PUBLICATION TITLE
Operator's Manual
Computer Set, Digital AN/JUYK-128(V)

PAGE PARA- FIGURE
NO GRAPH NO

1-3 J1-1.2

2-14 2-10

3-10

BE EXACT PIN-POINT WHERE IT IS

TABLE
NO

3-1

| IN THIS SPACE TELL WHAT IS WRONG
AND WHAT SHOULD BE DONE ABOUT IT:

The RHDDC is discussed in the paragraph
but is not shown in the illustrgtjon. Need
to illustrate the RHDDC.

led toward

‘ ratiow™Unclear whether task

A or whole bottom bar.

Table 3-1, step 12. Add RHDDC to list of
components that needs to be present and
inspected to ensure no damage after mission
is completed.

JPRINTED NAME, GRADE OR TITLE, AND TELEPHONE NUMBER SIGN HERE

John Doe SGT 532-8321 John Doe
DA T 20262 e e

ARE OBSOLETE AND GIVE TO YOUR HEADQUARTERS.

FBCMI_4015 01






TB 11-7010-326-10-1

0016 00

FILL IN YOUR
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DEPARTMENT OF THE ARl
Co. B, 1st BN, 2n£. i

T
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OFFICIAL BUSINESS

Commander

US Army Communications-Electronics
Command and Fort Monmouth

ATTN: AMSEL-LC-LEO-D-CS-CFO

Fort Monmouth, New Jersey 07703-5006
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RECOMMENDED CHANGES TO EQUIPMENT TECHNICAL PUBLICATIONS

%mmﬂl}ﬁﬂﬂ”m@ Wm@m@ WITH THIS PUBLICATION?

FROM: (PRINT YOUR UNIT’'S COMPLETE ADDRESS)
THEN...JOT DOWN THE
INFO ABOUT IT ON THIS
FORM. CAREFULLY TEAR
IT OUT FOLD IT AND
DROPIT IN THE MAIL. DATE SENT
PUBLICATION NUMBER PUBLICATION DATE PUBLICATION TITLE
TM 11-7010-326-10 07 September 2001 Operator's Manual
Computer Set, Digital AN/UYK-128(V)

NO |JGRAPH | NO NO

TEAR ALONG DOTTED LINE

BE EXACT PIN-POINT WHERE ITIS_} IN THIS SPACE TELL WHAT IS WRONG
PAGE | PARA- IFIGURE I TABLE AND WHAT SHOULD BE DONE ABOUT IT:

JPRINTED NAME, GRADE OR TITLE, AND TELEPHONE NUMBER

SIGN HERE

FORM P.S.—IF YOUR OUTFIT WANTS TO KNOW ABOUT YOUR
DA 1uirs 2028-2  PREVIOUSEDITIONS  RECOMMENDATION, MAKE A CARBON COPY OF THIS

ARE OBSOLETE AND GIVE TO YOUR HEADQUARTERS.
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RECOMMENDED CHANGES TO EQUIFMENT TECHNICAL PUBLICATIONS
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FORW CAREFULLY TEAR
1" UL PO BT ANEE

SMIETTNE TSTME  wrn nis pusuicanions

FROM: [FRINT TOUR LT & COMPLETE ADDRESE]

P IT BN T MATE. DATE SENT
PUEBLICATEON HUMBER PFUBLACATION DATE PUBELCATION TITLE
TR 11-7010-326-20 07 Sentamber 2001 Instaliation Kit Techmical Buletn
Compuder Sat, Dighal ANSNYK-12800)

MO  JGRAFH | NOD NO

HE EXACT PIN-FOINT WHERE IT 15 iH THIE SPACE TELL 'WHAT I8 WROMS
PAGE [ PARA- IFH.TUR'E TABLE AND WHAT B0ULD BE DONE ABCUT IT:

|FRINTED MAME, GRADE OR TITLE, AKD TELEFHOME NUMBER

FORM D(28-2  PREVIOUSEDITIONS  RECOMMENDATION MAKE A CARBON COPY OF THIE
DA sauirs ) ARE DBSOLETE AND GIVE TO YOUR HEADQUARTERS.
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THE METRIC SYSTEM AND EQUIVALENTS

LINEAR MEASURE

1 Centimeter = 10 Millimeters = 0.01 Meters = 0.3937 inches
1 Meter = 100 Centimeters = 1000 Millimeters = 39.37 inches
1 Kilometer = 1000 Meters = 0.621 Miles

WEIGHTS

1 Gram = 0.001 Kilograms = 1000 Milligrams = 0.035 Ounces
1 Kilogram = 1000 Grams = 2.2 Ib.

1 Metric Ton = 1000 Kilograms = 1 Megagram = 1.1 Short Tons

LIQUID MEASURE
1 Millimeter = 0.001 Liters = 0.0338 Fluid Ounces
1 Liter = 1000 Millimeters = 32.82 Fluid Ounces

APPROXIMATE CONVERSION FACTORS
TO CHANGE TO MULTIPLY BY
Centimeters..cococeeeeeeeiiiicinennns 2.540
Meters .....couvvveiiniieiiiieee 0.305
Meters ....coovveiiiiiiiieeee 0.914
Kilometers............... 1.609
Square Centimeters 6.451
Square Meters ....... 0.093
Square Meters ..........cceeveee 0.836
Square Kilometers ................... 2.590
Square Hectometers .. 0.405
Cubic Feet ... Cubic Meters.......ccooovvvnirieenen. 0.028
Cubic Yards........ccoooviiiiiii Cubic Meters........ccc.ocovvvieinnn 0.765
Fluid Ounces Milliliters .... . 29573
Pints ... e Liters ... 0.473
QUANS ..o Liters ..o 0.946
Gallons... Liters ... . 3.785
Ounces... Grams........ . 28.349
Pounds...... Kilograms .. 0.454
Short Tons Metric Tons.......cccccvvivveiienee 0.907
Pound-Feet ..o Newton-Meters...............ccee 1.356
Pounds per Square Inch .. Kilopascals . 6.895
Miles per Gallon ............ccccoooveiiiiieceecie e Kilometers per Liter.................. 0.425
Miles per Hour ...........cooieeeeee e Kilometers per Hour ............... 1.609
TO CHANGE TO MULTIPLY BY
INChES e 0.394
Feet..... 3.280
YardsS ..oooooveiiiiiieiee e 1.094
KIOMELETIS .ot MileS..uveeiiiiiiiiiie 0.621
Square Centimeters .. Square Inches.. . 0.155
Square Meters ... Square Feet ..... . 10.764 L
Square Meters .... .. Square Yards ... 1.196 -
Square Kilometers ..........cccccoeiiiiiiiiin Square Miles.........ccocovvieiene 0.386 -
Square Hectometers ... ACIeS ..o 2.471 -
Cubic Meters Cubic Feet . 35315 _:-_
Cubic Meters Cubic Yards.........ccccocvruniinniann 1.308 EN
MIITEErS ..o Fluid Ounces ........ccccccovvviieeens 0.034 o —F
2.113 _E_ -
1.057 Ed
0.264 N —F
. 0.035 = _E-_ o
Kilograms ..........cccoociiniiie e POUNAS L 2.205 O T
Metric Tons... .. Short Tons. 1.102 -— 9
NeWLON-Meters.........cooioiiciiee e Pound-Feet .............ooovveevinnns 0.738 I
Kilopascals ..........cccoooiiiiieiiieee e, Pounds per Square Inch .......... 0.145 =
Kilometers per Liter .. Miles per Gallon 2.354 o—=a o
Kilometers per Hour ..............ccccooeeeieeiieciiiiiieee Miles per Hour...........c..cooeoenn. 0.621

SQUARE MEASURE

1 Sqg. Centimeter = 100 Sq. Millimeters = 0.155 Sq. Inches
1 Sqg. Meter = 10,000 Sq. Centimeters = 10.76 Sq. Inches
1 Sq. Kilometer = 1,000,000 Sq. Meters = 0.386 Sq. Miles

CUBIC MEASURE
1 Cu. Centimeter = 1000 Cu. Millimeters = 0.06 Cu. Inches
1 Cu. Meter = 1,000,000 Cu. Centimeters = 35.31 Cu. Feet

TEMPERATURE

5/9(°F -32)=°C

212° Fahrenheit is equivalent to 100° Celsius
90° Fahrenheit is equivalent to 32.2° Celsius
32° Fahrenheit is equivalent to 0° Celsius
9/5°C+32="°F
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